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ABSTRACT

In this work we study the problem of private information retrieval where a user seeks to
retrieve one of the F' files from a cluster of N non-colluding servers without revealing
the identity of the requested file. In our setting the servers are storage constrained in
that they can only store a fraction ;1 = t/N of each file. Furthermore, we assume that
the files are stored in an uncoded fashion. The rate of a PIR protocol is defined as the
ratio of the file size to the total number of bits downloaded. The maximum achievable
rate is referred to as capacity. It was previously shown that there are capacity achieving
PIR protocols when the file size is N¥" and complete files were stored on all the servers.
These results were further extended for the case when servers store only a fraction of
each file. We propose a novel uncoded PIR protocol based on combinatorial designs
that are also capacity achieving when the file size is N/ ged(N, t) x t£'~1. Secondly, we
also analyse the scenario when one of the servers fails during the retrieval phase. Our
protocol achieves capacity for the one residual system after one server has failed, and
can also distribute the load uniformly on the remaining servers if BIBD’s are used for
the storage scheme. Furthermore, if symmetric BIBD’s are used for the storage scheme,
the rate of PIR protocol for two residual system is fixed and does not depend on which
two servers fail. In the proposed PIR protocol, the given system is projected to multiple
instances of reduced systems with replicated servers having full storage capacity. The
subfiles stored in these various instances are separately retrieved and lifted to solve the

PIR problem for the original system.
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CHAPTER 1

INTRODUCTION

With the commencement of Information age the amount of stored data has grown im-
mensely everyday. The increasing availability of internet-accessible data sources has
lead to a transition in the way these service providers and database owners collect and
use personal information about users. While this sensitive captured information is use-
ful in providing personalized and improved service to the users, it can potentially also
be used to harass, disrepute or financially trouble the targeted users. This captured user
information if sold to third party increases the risk of exploitation manifold. Selling
of user’s activity and query information brings large monetary benefits for the database

owners and huge privacy threats to the user.

In recent years, the field of Private Information Retrieval has gained a lot of attention
owing to the fact that more and more Internet users are now beginning to care about
privacy of their online activities. PIR systems allow a user to query a cluster of servers
and retrieve the desired file without revealing any information about the desired file

index to any of the individual servers.

PIR systems are particularly important to protect users from surveillance, monitor-
ing and profiling. A few services where PIR systems are of particular interest include
location based services, patent database search, real-time stock quotes etc. In such a
scenario it becomes important that the querying of servers by the user does not leak any

information about the user’s requirements.



1.1 Problem Background

The notion of Private Information Retrieval (PIR) was first introduced by Chor et al.
in [1], and since then, the field has immensely grown [2, 3, 4, 5, 6, 7, 8]. Besides its
direct application, PIR has interesting connections with other problems such as network

coding [9], index coding [10, 11] and secret-sharing schemes [12, 13] .

The basic setting of PIR considers the servers to be non-colluding i.e. the servers
cannot cooperate with each other to recover information about the query. Trivially, one
can achieve privacy by downloading all the files. Clearly, this is an inefficient method
to achieve privacy. A chief problem of PIR protocols is to achieve privacy efficiently.
Efficiency is typically measured in terms of the rate of the protocol. The ratio of size of
retrieved file to the amount to data downloaded is referred to as the PIR rate. A higher
PIR rate signifies higher efficiency, and the highest achievable PIR rate is referred to
as the PIR capacity. The reciprocal of PIR rate is referred to as download cost per bit
and is a measure of number of bits that need to be downloaded to retrieve one bit of the
desired file. The optimal download cost per bit is the lowest achievable download cost

per bit.

PIR protocols can store the files in a coded form or an uncoded form. In the recent
years there has been a growing interest in uncoded PIR due to the simplicity of encod-
ing and decoding the files and also because they can offer competitive performances
compared to coded protocols [4, 8, 14]. Uncoded PIR systems consist of a collection of
N servers and F' files which are either stored fully or partially on each of the servers.
The placement of these F’ files on the servers constitutes the storage scheme. Now, any
file that the user desires is characterized by its index and to retrieve the desired file the
users generates /N query sets and sends one to each of the servers. Servers on receiving
the queries respond by returning answers based on the query and server contents. The
user must be able to recover the desired file from the answers obtained from the servers
and additionally the queries must not leak any information about the index of user’s
desired file. The generation of queries and recovery of desired file form the retrieval

scheme for any PIR protocol.



1.2 Contributions

In this work we propose a novel PIR protocol for uncoded systems storing a fraction
of each file. While the storage capacity is identical for the servers, they need not store
the same content. The proposed PIR protocol has two main components: a storage
scheme and a retrieval scheme. The storage scheme is based on combinatorial designs
while the retrieval scheme works by projecting the given system to multiple instances of
smaller systems with replicated servers having full storage capacity. It uses the retrieval
scheme of full storage PIR systems for these smaller instances. The idea of projecting
storage constrained systems to Full storage PIR systems has been common to storage
constrained PIR protocols and has previously been used by Tandon et al. [15], Zhang
et al. [14] and Woolsey et al. [16].

Following are the key contributions of our work:

1. Proposal of a capacity achieving novel PIR protocol with low subpacketization
for uncoded storage constrained PIR systems.

2. Robust proofs of privacy and correctness, which have often been missing in pre-
vious literature in the field [15, 16, 17].

3. Fault tolerant PIR protocol that achieves capacity for the new system after any of
the one server has failed (one residual system).

4. Uniform load distribution even after failure of one server.

5. Fixed rate independent of which two servers fail for the two residual system.

Our scheme is flexible and can easily accommodate a range of system parameters.
As our schemes are more generally based on tactical configuration, we also propose a

way for constructing different tactical configurations given a set of parameters.

Compared to the existing work on storage constrained PIR by Tandon et al. [15]
where authors require a subpacketization of (Jj )tF , our protocol requires a way lesser
subpacketization as low as ﬁ(t — 1). Although Woolsey et al. in [16] also achieve
low subpacketization, our storage constrained PIR protocols offers subpacketization
lesser than theirs by a factor of ged(/V, ¢) and has extra benefits of fault tolerance. It
is able to achieve a uniform load distribution for the one residual systems which the

protocol of [16] is unable to achieve. Also, for the two residual system the rate of PIR

protocol of [16] depends on which two servers fail whereas our protocol has a fixed
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rate irrespective of which two servers fail. Also, in [16] authors provide two different
protocols one for ¢ € Z and one for t ¢ Z, whereas ours is a unified protocol. The

protocol of [16] can be considered as a special case of our protocol.

1.3 Thesis organisation

The rest of the thesis is organized as follows. In Chapter 2 we briefly review the differ-
ent PIR schemes available for retrieval of data from uncoded full storage PIR systems
where each of the F' files is fully stored on all IV servers. Since our retrieval scheme is
based on such full storage PIR protocols we understand these schemes with examples
and note out the key points behind their working and the constraints required to be able
to apply them. Then we move on to uncoded homogeneous storage constrained PIR
systems and review the foundation work in the field. Also, we review the information
theoretic bounds on achievable rates for both the full storage and storage constrained
PIR systems. Finally, since the storage scheme of our proposed protocol is based on
combinatorial designs, we review different classes of combinatorial designs and their

properties.

In Chapter 3 we propose a capacity achieving PIR scheme for Homogeneous stor-
age constrained PIR systems and provide a robust proof of its privacy and correctness.
We then illustrate the scheme through examples and quantify the minimum file size
required for our protocol under the usage of different full storage retrieval schemes. In-
terestingly, we are able to achieve minimum file size possible for any capacity achieving
PIR protocol with equally sized subfiles. This is in accordance to a recent independent

work on homogeneous PIR systems.

In Chapter 4 we study the scenario where one of the servers fails and the user
has to retrieve the desired file from the set of available N — 1 servers. We show that
our protocol is capacity achieving for the new system. Also, our protocol is able to
uniformly distribute the excess load due to server failure on rest of the available servers.
Then we analyze the scenario where two servers fail. We observe that irrespective of
which two servers fail, we always lose the same fraction of capacity which means that
the achievable rate does not depend on which two servers fail. The achievable rate goes

to capacity as N — oo.

10



Finally, in Chapter 5 we briefly discuss directions where our work can be possibly
extended. These include the setting of Heterogeneous storage constrained PIR and

Weakly PIR.

1.4 Notation

For a positive integer n, we use the notation [n] to denote all the natural numbers upto
n,ie. [n] = {1,2,...,n}. For ny,ny € Z, we use the notation A, .,, to denote the set

{4, Any41, -y Apy }if ny < ngy, and null set otherwise.

11



CHAPTER 2

BACKGROUND

In this chapter we review two important setups for Private information retrieval and
summarise existing results. The general setup for PIR consists of a system of /N non-
colluding servers storing [’ files in parts or completely. The user wishes to retrieve
the 0-th file without leaking any information about # to any of the servers. The user
generates NV query sets and sends one to each of the servers. The servers on receiving
these query sets respond with answers, from which the user must be able to retrieve
the desired file. Also, the query sets must not leak any information about # to any of
the servers. We first review the setup of Full Storage PIR often known as FS-PIR or
Classical PIR.

2.1 Full Storage Private Information Retrieval (FS-PIR)

Consider a system with N non-colluding servers S1, Sa, . .., Sy and F independent files
Wi, Wy, ..., Wpg, each L bit long and stored fully on all the servers. A user privately
generates index ¢ € [F'] and wants to retrieve file W, without leaking any information
about 6 to any of the individual servers. In order to do so, it generates query sets

[16], [29}, e QE\Q,], where QL? Jis sent to server S,,.



0 0 0 [
A[1 ] Q[2 ] AQ[ I QE\T]

s '“‘\\
Q N= Number of servers

Q

F= Number of files

L= Size of each file
User

| 0= Desired file index

Figure 2.1: FS-PIR setup

2.1.1 Requirements for PIR

Since the queries are generated without any apriory information about file data,

I(Wy, Wa, . Wi QP QY QWY =0 forallo e [F]. (1)

Server S, on receiving query QLG ] responds with answer A which is a deterministic
function of Q[ne] and Wi, Ws, ..., Wri.e.

H(AY\QE) Wy, Wy, ..., W) =0foralln € [N],0 € [F] )

The desired file Wy is then retrieved from all the answers i.e

H(Wo| AP AP A%y = 0forall 6 € N (Recoverability)

To ensure that the user request is private the following privacy constraint must be
satisfied

1(6; QY AlP) Wy Wy, ..., Wp)) =0forall § € [F],n € [N] (Privacy)

13



or equivalently

QW AN Wy Wy, ..., We) ~ (Q, AV Wy Wy, ..., W) forall 6 € [F],n € [N]

2.1.2 Capacity

For any PIR protocol the retrieval rate 12 is defined as the ratio of number of bits re-
trieved to the total number of bits downloaded i.e. R = L/D, where D is the total
number of bits downloaded. The maximum achievable retrieval rate for any PIR system

is termed as its PIR-capacity (usually called just capacity).
For the Full Storage PIR system, capacity was determined by Sun and Jafar in 2017

[4].

Theorem 1 For a system of N servers storing F' files completely, the maximum achiev-

able rate i.e. capacity is given by

11 1
C=(14+—=+-5++

~1
N N2 NF—I) (21)

2.1.3 Capacity achieving Protocols

Now, we review the different capacity achieving FS-PIR protocols in the existing litera-
ture. Since the retrieval scheme of of our SC-PIR protocol is based on FS-PIR schemes,

we review these in detail.

Capacity achieving Protocol 1 (FS-PIR protocol 1)

We first review the capacity achieving protocol proposed by Sun and Jafar in [4].

The protocol assumes file size to be L = NI for all files and is based on 3 key

principles:

(1) Enforcing symmetry across servers

(i1) Enforcing file Symmetry within the query to each server

14



(i11) Exploiting side information of undesired files to retrieve new desired information

Let us first try to understand the protocol through an example.

Example 1 Consider 2 files a and b each of length L = 4 bits both stored on 2 servers
S1 and Ss. We represent bits of file a and b by a; and b;, i € [4].

Suppose the user wants to retrieve file a. So he starts by querying S by first bit of
file a i.e ay. Next, to make his query symmetric wrt files at Sy (done so as to confuse the
server) he also queries Sy for bit by. Similarly, he queries Sy for bits as and by which
enforces symmetry across servers. At this point the user has 2 desired bits - a1, ay and
2 side information bits -by, by. Now he can mix a unknown desired bit with known side
information and queries from the servers. So he queries az + by from server S; and
a4 + by from server So. This way he can exploit side information of undesired file while

keeping the query structure symmetric wrt files and also symmetric across servers.

Sy S
aq a9
by by

a3+b2 a4+b1

From point of view of the servers, each server has received query for 1 bit of file a, 1
bit of file b and a linear combination of 1 bit of file a and 1 bit of file b. So, there’s a

discrepancy in what the user actually wants to retrieve.

Similarly file b can be retrieved as:

Sy Sy
aq (05}
by by

as + bs ay + by

Note that 4 bits of desired file are retrieved by by downloading a total of 6 bits, so

rate R = % = % which matches the capacity for this case (C = (1 + %)_1 = % by

eq. (2.1)).

Next, we understand the PIR protocol proposed by Sun and Jafar [4] in detail.

15



Suppose the user wants to retrieve file Wy.

For all i € [F], define vectors

Let the term ’ f-sum’ be used to denote an expression representing sum of f distinct
variables each drawn from a different U; vector, i.e. u;, (j1) + i, (j2) + - - - + i, (jy),

where i1, is, . ..1s € [F] and are all distinct. Furthermore the above f-sum is said to be

f-sum of type {iy,ia,...77}.

Firstly, a fixed query structure Q)(n, ) for the query to be sent to server .S,, for re-
trieving file W is generated. Each (Q(n, §) must be a union of F' disjoint subsets called
blocks. Block f, f € [F| must contain only f-sums . There are total (Z;) possible
types of f-sums. Block f, must contain all of them. Also, it is required that each type

of f-sum has exactly (N — 1)/~! distinct instances.

For each i € [F], let new(U;) be a function that returns the "next" variable in U;,
starting from w;(1). Each block is partitioned into two subsets —a subset M that con-
tains the f-sums which include a variable from Uy and a subset Z which contains all the

remaining f-sums, which contain no symbols from U.

The scheme for generating query sets Q(n, ), n € [N] from U; variables is pre-

sented in Algorithm 1.

Once the query sets Q(n, ) have been generated, a ordered representation is ob-
tained by first ordering the blocks in increasing order of block index, and then within
the f* block arranging the "types" of f-sum in increasing lexicographic order. The
ordering of query sets Q(n, #) is represented by Q (n,0).

Finally, the U; variables have to be mapped to the file bits in order to generate the

actual query vectors, Q,[f !

Suppose the " file W;, i € [F] is represented as W; = [w;(1), w;(2), ..., w;(NT)],

where w;(j) represents the j** bit of file ;. The user privately chooses permutations

16



Algorithm 1 FS-Capacity achieving Protocol 1 [4]
Input: 0
Output: Query sets Q(n,0),n € [N]

1: Initialize: All query sets as null sets. Also initialize Block «+ 1
2: for n € [N] do

3:
Q(n, 0, Block, M) < new(Uy)
Q(n,0, Block,T) < U new(U;)
1€[F]\0

4: end for

5: for Block € {2,3,...,F} do

6: forn € [N]do

7: for each n’ € [N] & n' # n do

8: for each ¢ € Q(n', 0, Block — 1,7) do

9:

Q(n, 0, Block, M) < Q(n, 0, Block, M) U {new(Uy) + q}

10: end for

11: end for

12: for distinct {1, 2, ..., B} € [F]\ 0 do

13: for i € [(N — 1)Bleck=1] do

14:

Q(n,0, Block,T) < Q(n,0, Block,T) U {new(Uil)
+ new(Uy,) + - - - + new(Uiy,,..) }

15: end for

16: end for

17:  end for

18: end for

19: for n € [N] do
20:

Qn.0) « | J (Q(n,6, Block,T)UQ(n,0, Block, M))
Blocke|[F)|

21: end for

17



1,72, - - - » Vr» uniformly randomly from all possible (N*')! permutations over the in-
dex set [N*], so that the permutations are independent of each other and also of ¢ . The

U; variables are mapped to the files 1V; through the random permutation ~; ,¥i € [F]].

Let I" denote an operator that replaces every instance of w;(j) with w;(y;(7)), Vi €
[F)], j € [NT]. This random mapping, applied to Cj(n, 0) produces the actual query

vector QLG ) to be sent to server Sy, for retrieving W as
QY =T(Q(n,0)) 2.2)

Example 2 Consider 3 files a, b and c each of 27 bits stored on 3 servers Sy, So and Ss.
To make the notation simpler we use Wy = a, Wy = b W3 = ¢, Uy = [ay, as, . .., G271,

U2 = [bl, bg, . ,b27] and U3 = [Cl,CQ, R ,C27].

The output of Algorithm I for 6 = 1 i.e retrieving file a is as follows:

Sy S S3
ap as as
by by b3
1 Co 3
ay + by as + by aip + by
ag + b ayo + b a4 + by
as + co ag + C1 a13 + ¢1
ar + cs3 air +c3 ais +
by + ¢y bs + c¢ bs + cg
bs + c5 by + c7 by + ¢y
a16 + b + ¢ a0 4 by + ¢4 a4 + by + ¢4
arr +br + c7 a1 + bs + c; ass + b5 + ¢5
as + bs + cs agg + bsg + cs as6 + b + cs
arg + by + co ag3 + by + co agr + by +c7

The algorithm first starts by generating 1-sums for each server. There are only 3
possible types of 1-sums : a;, b; and ¢; , where i € [9]. Each 1 sum has to occur
(N — 1)71 = 1 times in each query set which leads to the Block 1 shown in the query

table above. Next, 2-sums are generated. There are total (3) = 3 possible 2-sums

18



and each type of f-sum has to occur (3 — 1)>~' = 2 times in each query set. 2-sums
of type a + b or a + c correspond to subset M and should use the side information
available from Block 1. 2-sums of type b+ c correspond to subset L and should be used

as side information in Block 3. As per this, Block 2 is generated in the above query

3

table. Finally, Block 3 has to be generated using 3-sums. Since (3

) = 1, there is only
1 type of 3-sum and it has to occur (3 — 1)3~! = 4 times in each query set. Since, this
corresponds to subset M, it should exploit the side information available from Block 2
to retrieve bits of desired file i.e. a. In the tables shown, different blocks are separated

by horizontal lines and numbered from 1 to F.

The output of Algorithm 1 for 0 = 2 i.e retrieving file b is as follows:

Sy So S3
ap as as
by by b3
¢ Co 3
as + by ay + bg ay + byo
as + bg as + by as + by
ay + ¢4 ag + Cg ag + cg
as + cs a7 + ¢y ag + Cg
bs + c2 by + 1 biz + 1
by + c3 by + c3 bis + c3
ag + big + ¢ ay + bag + ¢4 ay + bay + ¢4
ar +bir + o7 as + bay + ¢35 as + bas + ¢35
ag + big + cg ag + by + g ag + bz + Cg
ag + big + co ag + bag + co a7 + bay + c7

19

The output of Algorithm 1 for 0 = 3 i.e retrieving file c is as follows:



Sh So S3
aq as as
by by bs
C1 C2 C3
a4 + by ag + bg ag + bg
as + bs ar + by ag + by
az + ¢4 ay + cs ai + c12
as + cg as + Cio Qg + C1a
by + c5 by + ¢y by + ci3
bs + 7 bs + c11 by + 15
ag + b + 16 as + by + cop ag + by + coy
ar + by + c17 as + bs + ¢ as + bs + c25
ag + bg + c1s ag + bg + cao ag + bg + ca6
ag + by + c19 ag + by + ca3 a7 + by + cor

Note that this construction retrieves 27 desired file bits by downloading a total of

39 bits, so its rate is 27/39 = 9/13, which matches the capacity for this case (C' =
(1+1/3+1/9)" =9/13 by eq. (2.1)).

Key points about the algorithm

1.

Forall f € [F], Block f contains exactly (N — 1)/~ instances of f-sums of each
possible type.

No u;(j),7 € [NT] variable appears more than once in query set to any given
server.

. Exactly N¥~! variables for each U;, i € [F] appear in the query set Q(n,0),n €

IN].

The size of each query setis N*~! + A= (NF~1 —1).

Correctness of the algorithm follows from the fact that each bit of the desired file

appears in the query sets either without any interference (i.e they are trivially retrieved)

or appear mixed with side information which is available from other server. Thus each

bit of the desired file can be retrieved and hence the algorithm is correct.

The key idea behind privacy is that regardless of 6 , every realization of the query

vector that fits the query structure is equally likely because of the uniformly random

permutation .
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Finally, since the size of each query setis N*~! 4 1= (N¥~1 — 1), it easily follows

that the algorithm achieves capacity.

Capacity achieving Protocol 2 (FS-PIR protocol 2)

The same authors Sun and Jafar soon came up with an improvement of Protocol 1
in terms of minimum file size required [18]. They proposed a new protocol which
requires file size to be a multiple of N¥'~! and still achieves capacity. Also, they showed
that this is the minimum file size any capacity achieving protocol can offer and hence
established the optimality of the protocol in terms of file size. The key observation
which allows to reduce the file size is that enforcing symmetry across servers is not a
necessary condition for PIR. The protocol exploits this fact and achieves capacity while

preserving privacy with a smaller file size.

The protocol assumes file size to be L = N~ for all files and is based on 2 key
principles:
(i) Enforcing file Symmetry within the query to each server

(i) Exploiting side information of undesired files to retrieve new desired information

Apart from the notation from protocol 1, the authors introduce two more terms
to present the new protocol: Count(Q,i.s) which counts the number of f-sums of
type {i1, %2, ...4s} that are present in () and Max((Q), f) which denotes the maximum
number of f-sums of same type in () with the maximization being across all types of

f-sums.
As per this notation, file symmetry translates to the condition that for every type of

f—sum {il, ig, R Zf}

Count(Q, ip.p) = Count(Q,il[lzf]) for all i[lzf],z'l[lzf] (2.3)

To simplify the presentation of the protocol, the authors first present two subroutines

M-Sym and Exploit-SI.

M-Sym subroutine takes as input a set () comprising of various f-sums and out-

puts a set Q* comprised of additional terms needed to be included in () to make it file
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symmetric. It does so by checking if there are Maz(Q), f) number of f-sums of type
{i1,1s,...1s}, and if not then it generates the required number of instances to bring the

count to Max(Q, f). This is done for all types of f-sums and for all f € [F].

Algorithm 2 M-Sym Algorithm
Input: Q)
Output: Q*

1: Initialize: Q* < ¢

2: for f € [F] do

3:  for eachi;.; do

4: if Count(Q,ip1.)) < Max(Q, f) then
5: fori € [Max(Q, f) — Count(Q,ip1.5)] do
Q"+ Q" U{new(Uy,) + new(Us,) + - - + new(Us, ) }
6: end for
7: end if
8: end for
9: end for

The Exploit-SI subroutine simply formalizes the side-information exploitation step
which is the same as in Protocol 1. This subroutine take N query sets @)1, Qs,...,Qx
as input which are comprised of side information terms and have not been exploited. It
then produces N new sets Q’l, Q’z, e Q;V which are constructed by combining a new

variable Uy with side information terms of other query sets.

Algorithm 3 Exploit-SI Algorithm

Input: Qla,Q%,' s QN/
OUtPUt: Qla Q27 s 7QN

1: Initialize: All output are initialized as null sets.
2: for n € [N] do
3. forn € [N],n #ndo
4: for each ¢ € @, do
Q@ = QU {new(Uy) + q}
5: end for
6: end for
7: end for

Then, using these 2 subroutines the protocol is presented as:
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Algorithm 4 FS-Capacity achieving Protocol 2
Input: 0
Output: Query sets Q(n,0),n € [N]

1: Initialize: All query sets as null sets. Also initialize Block < 1

2:
Q(1,0, Block, M) < new(Uy)

Q(1,0, Block,T) + M-Sym(Q(1,6, Block, M))
Vn €[2: N|, Q(n,0, Block, M) + ¢, Q(n,8, Block,T) + ¢

3: for Block € {2,3,..., f} do

(Q(1,6, Block, M), ..., Q(N,0, Block, M)
« Exploit-SI(Q(1,0, Block — 1,Z),...,Q(N,0, Block — 1,T))

5. forn € [N]do

Q(n, 0, Block,T) < M-Sym(Q(n, 0, Block, M))

end for
6: end for

7: for n € [N] do

Q(n,0) + U (Q(n,@, Block,T) U Q(n, ¥, Block’,/\/l))

Blocke(f]

9: end for

Finally, as in FS-PIR Protocol 1 (2.1.3), a random permutation is applied to the file

bits to obtain the actual query sets QL‘? ], n € [N].

Example 3 Consider 2 files a and b each of 2 bits both stored on 2 servers S, and Ss.

To make the notation simpler lets use W, = a, Wy = b, Uy = [aq, as] and Uy = [by, by].

The output of Algorithm 4 for 0 = 1 i.e retrieving file a is as follows:
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Sy S

ay as + by

by

The algorithm starts by querying Sy for bit ay, then to obfuscate the server, it also
queries it for by. At this point it has 1 desired bit and 1 bit of side information. So, it
mixes this side information with another desired bit i.e by + ao and sends this is query

to Ss. Clearly, the required file is retrieved.

Similarly the output of the algorithm for 0 = 2 is

S1 S
ay ay + by
by

Note that in these queries, all the desired bits are either present individually or are
mixed with side information which is available from some other server. Thus the desired
file can be correctly retrieved using these queries. Secondly, independent of the whether
the user wants file a or b, the query structure at the individual servers is same. Thus a

random permutation of bits provides needed privacy.

Also, note that this construction retrieves 2 desired file bits by downloading a total of

3 bits, so its rate is 2/3, which matches the capacity for this case (C' = (1+1/2)"! = 2/3
by eq. (2.1)).

Example 4 Consider 3 files a, b and c each of 9 bits stored on 3 servers Sy, So and Ss.
To make the notation simpler lets use W, = a, Wy =b W3 = ¢, Uy = [ay, a9, ..., a9,

U2 = [bl,bg, e ,bg] and U3 = [Cl,CQ, ce ,Cg].

The output of Algorithm 4 for 6 = 1 i.e retrieving file a is as follows:

Sh S Ss

ay as + by as + by
by as + ¢ as + ¢
c by + ¢ b3 + c3

a6+b2—|—62 a8+b3+03 a9—|—bg+02
a7+b3+03
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The output of Algorithm 4 for 6 = 2 i.e retrieving file b is as follows:

Sy S Ss

a; a1 + by aj + by
by bs + ¢; bs + 1
c1 as + Co as + c3

a2+b6—|—62 a3+b8+03 a2+b9+02
CL3+b7+C3

The output of Algorithm 4 for 0 = 3 i.e retrieving file c is as follows:

Sy S Ss

a aj; + a] + C4
by b1 + c3 by + cs
c1 as + by as + bs

a2+bg+06 a3+b3+Cg a2+b2+09
CL3+b3+C7

Note that this construction retrieves 9 desired file bits by downloading a total of
13 bits, so its rate is 9/13, which matches the capacity for this case (C = (1 +1/3 +
1/9)7' = 9/13 by eq. (2.1)).

Some key points about the protocol:

1. Q(n,0), n € [N], 6 € [F]is a union of F disjoint blocks. Block f contains
only f-sums. For any type ifi.s) block f of Q(n,) contains v(n, f) instances
of type ip.5, where v(1,1) = 1,v(n,1) = 0, Vn € [2 : N]and v(n, f) =
Zn/?énv(n',f —1),Vfe2:F].

2. No u;(j),j € [N¥~1] variable appears more than once in query set to any given
server.

3. The protocol is not symmetric wrt the servers. Also, the load distribution across
servers is not uniform as different servers may receive different number of queries.

4. It provably offers the minimum file size amongst all capacity achieving PIR pro-
tocols.

Capacity achieving Protocol 3 (FS-PIR protocol 3)

With a slight modification in the definition of retrieval rate, the minimum file size re-

quired for achieving capacity can be greatly reduced. In the scenario when there is
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more than one way (chosen randomly by the user) to retrieve a file each having a dif-
ferent download cost (in bits), a intuitive way of quantifying retrieval rate will be to
take the ratio of file length to the expected download cost i.e. R = L/E(D). With this
as the definition for retrieval rate Tian, Sun and Chen in 2019 [19] proposed a capacity
achieving protocol with file size L = N — 1. Furthermore they showed that amongst the
class of all capacity achieving linear codes the above file size is optimal (or the lowest
possible). For ease in presentation of the protocol, the authors consider the indexing
of the file from 0 to F' — 1, instead of the usual 1 to F'. Same is done for indexing of
servers as well. The idea behind their scheme is quite simple and as follows:

1. The user first generates a ' — 1 lengthed random key (uniformly random) F €

{0,1,...,N — 1}F~1 Say the key is F = (Fo, Fi,. .., Fr_a).

2. Say the user wants to retrieve the 6-th file, then he generates queries (),, by keeping
f — 1 (all other except the #-th) entries fixed and varying the 6-th entry over all
elements of {0,1,2,..., N —1},ie @, = (Fo,.-.,Fo_1,€n,Fo,---,Fr_2), where
e, €{0,1,...,N—1}Vne{0,1,...,N —1},and ¢; = ¢; if and only if i = j.

3. The idea behind this construction is that each server would return a xor of F' bits,
each coming from a different file. Now since F' — 1 entries of each query are the
same, the responses of servers would be of the form A & some bit of . By varying
the 0-th entry over all elements of {0,1,2,..., N — 1}, we get responses as A, A ®
Wo1, A® Wys,...,A® Wy y_1 and hence we would be able to retrieve all bits of
desired file.

4. The authors do this one-one mapping from set of e,,’s to {0,1,2,..., N — 1} by

choosing e,, such that for the n-th server sum of all entries of the query modulo N

equalsni.e(Zf:(fﬂ—i—en)]v:n,Vne {0,1,...,N —1}.

Finally, as in FS-PIR Protocol 1 and 2, a random permutation is applied to the bits
of each file individually. (v; : {0,1,2,...N —1} —»{0,1,2,... N — 1} ;i € [F))

Example 5 Consider 2 files a and b of 1 bit each stored on 2 servers Sy and Sy. Suppose
the user wants to retrieve file a. First he generates random key F € {0,1}. If user
chooses F = 0, he constructs the queries as Q1 = (0,0) and Q3 = (1,0) which means
no bit is downloaded from Sy and a is downloaded from Sy, and hence the desired file
is retrieved by downloading just 1 bit. If user chooses F = 1, the user constructs the
queries as Q)1 = (1,1) and Q2 = (1,0), thus downloading a + b from Sy and b from
S1 and hence retrieving a by downloading total 2 bits. Since F is chosen uniformly
randomly, Prob(F = 0) = Prob(F = 1) = 0.5. Thus, E(D) = 1.5. The table below

summarizes the queries for retrieving a and b using different keys (e,, bits to the servers
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are highlighted in red and each key F corresponds to one specific way of retrieving the
desired file):

Key Retrieving a (6 = 0) Retrieving b (0 = 1)

SO Sl SO Sl

Query | Resp. | Query | Resp. | Query | Resp. | Query | Resp.
F=0/| (0,0) — (1,0) a (0,0) - (0,1) b
F=1|(L1) |a+d| (0,1) b (1,1) | a+0b | (1,0) a

Note that to download either of the files, on an average 3/2 bits are downloaded
and both files are of size 1 bit. Thus R = 2/3 which matches capacity for the system.
Another interesting thing to note is that for some key no bits are downloaded from 1 of

the servers.

Example 6 Consider 3 files a, b, c each of 2 bits stored on the three servers Sy, So and
Ss. Representation: a = {ay,as}, b = {b1,b2} and ¢ = {c1,co}.The tables below
summarize the queries for retrieving a,b and c using different randomly generated keys

(e, bits to the servers are highlighted in red):

Key Retrieving a (6 = 0)
So Sy Sy

Query Resp. Query Resp. Query Resp.
F =1(0,0) | (0,0,0) — (1,0,0) ay (2,0,0) as
F=(0,1) | (2,0,1) as + 1 (0,0,1) c1 (1,0,1) a; + ¢
F=1(0,2) | (1,0,2) ay + co (0,0,2) Co (2,0,2) ap + Co
F=1(1,0) | (2,1,0) as + by (0,1,0) by (1,1,0) a, + by
F=01) [ (L1L1)|a+b+c | (2,1,1) | aa+by+¢ | (0,1,1) b1+ 1
F=1(1,2) | (0,1,2) by + ¢ (1,1,2) | a1 +b1+co | (2,1,2) | as + b1 + ¢
F=1(2,0) | (1,2,0) ay + by (2,2,0) ay + bo (0,2,0) by
F=1(2,1)](02]1) by + 1 (1,2,1) | a1 +bs+c1 | (2,2,1) | as+ b+ 1
F=1(2,2)|(222) | as+by+cy | (022) by + co (1,2,2) | a1 + by + ¢
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Key Retrieving b (0 = 1)
So S Sa

Query Resp. Query Resp. Query Resp.
F =1(0,0) | (0,0,0) - (0,1,0) by (0,2,0) by
F=1(0,1) | (0,2,1) by + 1 (0,0,1) c1 (0,1,1) by + 1
F=1(0,2) | (0,1,2) by + ¢ (0,2,2) by + 2 (0,0,2) o
F=1(1,0) | (1,2,0) ay + by (2,2,0) as + by (0,2,0) by
F=01) [ (LL1)|a+b+c | (1,21) | ag+ba+c | (1,0,1) a; + ¢
F=(1,2)|(1,02) ay + ¢ (1,1,2) | a1 +by +co | (1,2,2) | a1 + by + ¢
F=1(2,0)|(2,1,0) as + by (2,2,0) as + by (2,0,0) as
F=1(2,1)1](201) as + ¢ (2,1,1) | as+by+c1 | (2,2,1) | az+bs+ 4
F=1(2,2)(222) | ag+by+cy | (2,0,2) as + Co (2,1,2) | as + by + co

Key Retrieving c (0 = 2)
So S1 Sy

Query Resp. Query Resp. Query Resp.
F =1(0,0) | (0,0,0) - (0,0,1) c1 (0,0,2) Co
F=(0,1) | (0,1,2) by + co (0,1,0) by + o (0,1,1) by + ¢
F=1(0,2) | (02,1) by + 1 (0,2,2) by + o (0,2,0) by
F=(1,0) | (1,0,2) aj + co (1,0,0) aq (1,0,1) a; + ¢
F=0,1) | (LLI)|ay+b +c | (1,1,2) | ag+b+co | (1,1,0) a; + by
F=1(1,2) | (1,2,0) a; + by (1,2,1) | a1 +by+c1 | (1,2,2) | a1 + by + o
F=1(2,0)|(201) as + 1 (2,0,0) a9 (2,0,2) as + Co
F=1(2,1)|(210) as + by (2,1,1) | as+by+c1 | (2,1,2) | ag + by + ¢
F=1(2,2) | (222) | ag+by+ ¢y | (2,2,0) as + by (2,2,1) | as + by + 1

In the above tables, each key F corresponds to one specific way of retrieving the

desired file. Note that for retrieving any file, on average

downloaded. Hence R = =2- = 18 —

26/9 — 26

9
13’

28

1
9

x2—|—§x3:%are

9

which matches the capacity for the system.



2.2 Storage constrained Private Information Retrieval

(SC-PIR)

Consider a system of N non-colluding servers storing f independent files. The servers

are denoted as .S,, where n € [N]. Each file is assumed to be of size L bits. The files

are denoted as W;, where i € [F].

Assume that the servers have identical storage capacity and every server stores a
fixed fraction y € [+, 1] of each file. This fraction y is called the normalized storage
capacity of the server. Therefore each server stores p /L bits of each file and a total
of uLF bits. For simplicity often the case where p is an integral multiple of 1/N
is considered, and results can then be extended to the case where ¢ is not an integral

multiple of 1/N. The content of server S, is denoted by Z,,, for any n € [N].

The user privately generates index # € [F'] and wants to retrieve file Wy without

leaking any information about # to any of the individual servers. In order to do so, it

generates queries Q[le], [29], e E@, where Q[rf Iis sent to server Sh.

0 0 2 6 ” .

AP Q| Al V —
(6] 6] ———]
Ql AN ‘u,L |
e==————

_—

s -\\
[ N= Number of servers
F= Number of files

L= Size of each file
p= Normalized storage

| 0= Desired file index

User

b

o

Figure 2.2: SC-PIR setup

Again, as queries are generated without any information about the file contents
I(Wy, Wa, . Wi QP QY QWY =0 forallg € [F). (2.4)
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and server S,, on receiving query Q[ne ] responds with answer AY Which is a deterministic

function of Qg} ] and the contents stored on the server, i.e.,

H(AYQW z.) =0, foralln € [N] and 8 € [F). (2.5)

The desired file Wj is then retrieved from all the answers i.e

H(W,| A AP AN = 0 forall 0 € N (2.6)

To ensure that the user request is private the following privacy constraint must be
satisfied

1(0; Q). A, 7,)) = 0 forall § € [F,n € [N] @7

2.2.1 Capacity

For SC-PIR system the maximum achievable rate or capacity was characterized by Tan-

don et al. in 2018 [15].

Theorem 2 For a system of F' files and N servers, each with normalized storage i, the
optimal download cost per bit D*(p) (or the inverse of PIR capacity) is given by the
lower convex hull of the following (u, D* (1)) pairs, fort =1,2,..., N:

t “
(=g =Y ) 28)

2.2.2 Capacity achieving Protocol 1

Now, we review the SC-PIR capacity achieving protocol proposed by Tandon ef al. in

[15]. Assume that ¢ € Z. Taking inspiration from coded caching, the authors in [15]

N

divide each file into (,

) equally sized sub-files and label them with a unique subset
S C [1 : NJ] of size t. Then for each file, each server stores all the sub-files which

contain its index. By doing so, two things are achieved

(i) Each server stores (" "') sub-files for each file, thus o = (') /(") = t/N.
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(i1) Each subfile for every file is stored on exactly ¢ servers.

Then to retrieve file Wy, the user has to retrieve all the subfiles of Wy. To do so,
the capacity achieving FS-PIR protocol 1 (section 2.1.3) is used to retrieve individual
subfiles from the set of ¢ servers storing each subfile. By restricting focus to only a
particular subfile of all files, this set of ¢ servers can be considered as a FS-PIR system

with F files of size L/ (%)) each.

Since each subfile retrieval happens with a download cost per bit of (1 +1/N +

-4+ 1/NF _1), the overall download cost per bit is

(N ) x Number of bits downloaded to retrieve 1 subfile

t
(];[ ) x Size of each subfile

D(p) =

= Download cost per bit for retrieving 1 subfile (2.9)

B 1 1 1
—1+¥+t—2+"'+tF—_1

which equals the optimal download cost per bit for the SC-PIR system (eq 2.8).

For the case when ¢ # Z, capacity achieving PIR protocol can be constructed by

using a technique called memory sharing using two SC-PIR systems with ¢t € Z.

2.3 Review of Combinatorial Designs

Combinatorial designs appear to be a useful object in designing storage schemes. In
this section we review some fundamental combinatorial block designs. We refer the

reader to [20] for more details.

Definition 1 (Design (X, A)). A design is a pair (X, A) such that the following are

satisfied:

DI1) X is a set of elements called points.

D2) Ais a collection of non-empty subsets of X called blocks.

A design can also be described by a matrix called the incidence matrix. We define

this next.
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Definition 2 (Incidence Matrix). Let (X, A) be a design where X = {x1, 2, ..., 2}
and A = {Ay, As, ..., Apy}. The incidence matrix of (X, A) is the v X b binary matrix
My, = (M; ;) defined by the rule

1 lfl'l S Aj
M;; = (2.10)

Next, we define ¢-designs.

Definition 3 (t-designs). Let v, k, \ and t be positive integers such that v > k > t. A

t-(v, k, \)-design is a design (X, A) such that the following are satisfied:

1. [ X|=wv
2. every block contains exactly k points, and

3. every set of t distinct points is contained in exactly )\ blocks.

Now, we state some important properties of ¢-designs (refer [20]).

(i) The number of blocks that contain any ¢-element set of points is given by

A:A(;’:Z)/(fio i€t 2.11)

The total number of blocks b in a t-design are given by

=)/

(ii) Any t-(v, k, \)-design is also a s-(v, k, As)-design for any s with 1 < s < t. (Note

that the value of )\, depends on s.)

The simplest types of ¢-designs are known as tactical configurations or sometimes

referred to as just configurations.

Definition 4 ((v, k, b, r)-configuration). A (v, k, b, r)-configuration, also known as tac-
tical configuration is a I-design with v points and b blocks, each containing k points.
Also, each point is contained in the same number of blocks r, called the repetition num-

ber.
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The necessary and sufficient condition for existence of a (v, k, b, r)-configuration is

bk = vr (2.13)

Note that a (v, k, b, r)-configuration is a 1-(v, k, r)-design with b = 4=,

The incidence matrix M, ; of a (v, k, b, r)-configuration has some useful structure:

(i) Since each point is contained in 7 blocks, each row of M has exactly r ones.

(i1) Since each block contains k points, each column of M has exactly k ones.

Now, we propose a simple way of generating incidence matrices for tactical config-

urations.

Lemma 3 Fora (v, k, b, r)-configuration, one incidence matrix M,y can be generated

as:

1. Fill the first row with 1’s in the first r places, and 0 in the remaining positions.
2. For all rows € |2 : v], construct the next row by circularly shifting the previous

row by r places.

Proof: Clearly, each row of M, ., has r ones. Now to prove that the above generated
incidence matrix corresponds to a tactical configuration, we need to show that each
column of the generated matrix has k£ ones. We prove the same through a construction.

Note that, originally, each row of M, is a length b vector.

Construct a v x vr matrix M’ by filling ones so that row ¢ has ones in columns
[(¢ — 1)r 4+ 1 : 4r] and zeros elsewhere. So the first row has ones only in column |1 : 7].

Second row has ones in columns [r 4 1 : 2] and so on.

Next, construct matrices M'y, M’s, ..., M’ by considering the groups of b columns
orderwise from M’. Now, given any i € [v] and j € [b], there is at maximum only one
of these matrices can have a 1 in the (7,j)-th entry, i.e for any i € [v],j € [b] if
M'(i,7) = 1, then M’y (i,j) = 0 forall I’ € [k]/l, where M’,(i, j) represents the j-th
entry in the i-th row of M. This happens because each row of M’ has exactly r ones

and r <=0b.
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Finally, note that original matrix M, «; can be obtained by taking a entry-wise union

of the k constructed matrices M’;, i € [k] i.e.

Moy = | M

1€[k]

Since each column of M’;’s has exactly one 1 and no two M’;’s have 1 in the same
location, each column of M, has k ones in each column. Thus the incidence matrix

M, «p, generated as per Lemma 3 corresponds to a tactical configuration. U

A simple example is provided below to understand the proposed construction and

construction involved in the proof easily.

Example 7 Lets say we need to construct a (3,2, 3, 2) configuration. Incidence matrix
for a configuration with these parameters can be obtained by filling 1’s in the first two
entries in the first row and circularly shifting the first row by 2 places to obtain the

second row and eventually circularly shifting second by 2 entries row to obtain the

third row.
1 10
Mswzs =11 0 1
01 1

Another way of obtaining the same matrix is by generating the matrix M' as pro-
posed. in the proof of Lemma 3. So we generate a 3 X 6 matrix M' by filling first two
entries as 1 in the first row, third and fourth entry in second row as 1’s and fifth and

sixth entry in third row as 1’s and all other entries as zero.

110000
M=1001100
000011

Now this matrix has to be divided into k = 2 smaller matrices with b = 3 columns
each. So matrix M| consists of the first 3 columns and matrix M} consists of the next 3

columns.
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110 00 0
Mi=10 0 1| My=110 0
00 0 01 1

Finally, the matrix M35 can be obtained by taking entry-wise union of the matrices

M| s and M}s.

Next, we look at another useful class of block designs known as Balanced Incom-

plete Block Designs or BIBDs.

Definition 5 ((v, k, A\, b, r)-BIBD.) A 2-design with v points, b blocks, each containing
k points, such that each point is in exactly r blocks and any given pair of points is in

exactly \ blocks is called a (v, k, \, b, r)-Balanced Incomplete Block Design (BIBD).

Note: For a (v, k, A\, b, r)-BIBD,

bk=vr & rk—1)=ANv-1) (2.14)

Next, we look at some special classes of BIBD’s.

Definition 6 (Symmetric BIBD.) A BIBD with b = v is called a symmetric BIBD.

A useful property of symmetric BIBD’s is that any 2 blocks contain exactly A common

points.

Definition 7 (Projective Plane.) An (N> 4+ N +1, N +1,1, N>+ N +1, N +1)-BIBD

with N > 2 is called a projective plane of order N.

Definition 8 (Affine Plane.) An (N?,N,1, N>+ N, N + 1)-BIBD with N > 2 is called

a affine plane of order N.
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2.3.1 Examples

(a) (3,2,3,2)-configuration.

Considering the sides of a triangle as blocks and vertices as points, we get a (3,2,3,2)-
configuration with incidence matrix

1 01

M3><3: 010

01 1

(b) (4,2,1,6,3)-BIBD.
1 2 2
! 3
5 6

4 3

Considering vertices as points and lines as blocks in the figure above, we get a
(4,2,1,6,3)-BIBD with incidence matrix

110001
011010
M4X"’_001101
100110

(c) (Fano Plane)
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The fano plane is a (7,3,1,7,3)-symmetric BIBD with incidence matrix

1110000
0011100
1000110

Mpz=|100 10 0 1
0100101
0010011

0101010
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CHAPTER 3

HOMOGENEOQOUS STORAGE CONSTRAINED PIR
PROTOCOL

In this Chapter we propose a novel PIR protocol for uncoded systems storing a fraction
of each file. While the storage capacity is identical for the servers, they need not store
the same content. The proposed PIR protocol has two main components: a storage
scheme and a retrieval scheme. The storage scheme is based on combinatorial designs,
while the retrieval scheme works by projecting the given system to multiple instances of
smaller systems with replicated servers having full storage capacity. It uses the retrieval
scheme of FS-PIR systems for these smaller instances. Our scheme is flexible and can

easily accommodate a range of system parameters.

3.1 Setup for PIR

We consider a system of N non-colluding servers storing /' independent files. The
servers are denoted as S,, where n € [IV]. Each file is assumed to be of size L bits. The

files are denoted as WW;, where i € [F].

As the files are independent we have H(W,,Ws, ... . Wg) = >"" H(W;) = FL,

where H (-) denotes the entropy function.

We assume that the servers have identical storage capacity and every server stores a
fixed fraction p € [%, 1] of every file. This fraction p is called the normalized storage
capacity of the server. Therefore each server stores pL bits of each file and a total of
L F bits. For simplicity we consider the case where p is an integral multiple of 1/N.

PIR protocols can be extended to other values of ;z by memory sharing.

We denote the content of server S,, by Z,, for any n € [N]. A system of N non-
colluding servers, storing F' files and having a normalized storage of y is referred to as

a u-(F, N) system, see Fig. 3.1 for an illustration.



N= Number of servers A

F= Number of files

L= Size of each file

p= Normalized storage
| 0= Desired file index

0

User

J

Figure 3.1: A u-(F, N) system with N servers storing F independent files. The user
generates an index € [F| and a query Qq[f ! to each of the servers. The

server responds with an answer denoted as A The user recovers the re-
quested file from all the answers.

The PIR problem is described as follows. A user privately generates an index 6 €
[F] and wishes to retrieve file Wy, without revealing any information about 6 to any
of the individual servers. This index @ is generated independent of the file content or
the server contents. To retrieve Wy, the user generates N queries Q[le], [29], cee Ef,],
where QL?] is sent to server S,,, n € [N]. Upon receiving these queries, each server

S, responds with an answer AY ], which is a deterministic function of the query and the

contents stored on the server, i.e.,
H(ANQY 7.y =0, foralln € [N]and 6 € [F]. (3.1)

In this work, we assume that the user requests a linear combination of bits stored on the
server as the query. The server responds by returning the value of the requested linear

combination.

A PIR protocol must satisfy the following constraints:

HWo| AP AW Q¥ Q¥ =0, forall 6 € [F). (3.2a)
10; Q1 A1 7)) =0, Vn € [N], forall§ € [F] (3.2b)

The first condition eq (3.2a) requires that from the answers obtained form all the servers,

the user must be able to correctly retrieve the desired file Wj.
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The second condition eq (3.2b) ensures privacy of request i.e. the user does not

reveal any information about the desired file index to any of the individual servers.

For any PIR protocol, the total size of all queries sent to the servers constitutes the
upload cost and the amount of downloaded data constitutes the download cost. The total
cost of PIR is the sum of upload cost and download cost, with the later usually being

the dominant contributor.

3.2 Storage Scheme

Our storage scheme is based on combinatorial designs. Given a system with /N servers
and u = t/N, where t € Z, we first find a (v, k, b, r) configuration with b = N and
r = t. Next, we divide each file into v subfiles of equal size / = L/v and store them
in accordance to the incidence matrix of the chosen configuration. More formally, the

storage scheme is given in the algorithm below.

Algorithm 5 Storage scheme for proposed PIR protocol
Input: Nt
Output: Z,,, foralln € [N]

1: Construct a (v, k, b, r)-configuration with b = N and r = ¢. Denote the v X b

incidence matrix of this configuration by M whose (3, j)th entry is given by M;;.
2: Divide each file I;, for i € [F], into v subfiles. Denote them as W;; where j € [v].
Each subfile IV;; is of size L /v bits.

3: Foralli € [F]and j € [v] store the subfile WW;; on server S, if M;, = 1.

Note that each server stores k out of the v subfiles for each file (since each column
of M has exactly k ones). Thus, the normalized storage of each server is u = k/v =

r/b=1t/N.

3.3 Retrieval Scheme

Let S(WV;;) be the subset of servers that store the subfile W;; for a fixed 7, j where
i € [F],j € [v]. Each subfile W, is present on exactly ¢ servers (since each row of M

has exactly r = ¢ ones). In other words, |S(W;;)| = t.
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For any fixed j € [v], we denote the part of the Z,, containing the ;% subfiles W;;

as Z}f].

Algorithm 6 Retrieval scheme for proposed PIR protocol
Input: 6
Output: Wy

1: Forall j € [v], consider the system S(IVj;), which is a 1-(F, t) system storing W,
i€ [F].
2: Using the FS-PIR Protocol 1 (or 2,3), generate queries ij ], for all S,, € S(Wy;).

3: Using the answers A%/ retrieve all bits of desired file Wh;

3.4 Correctness and Privacy

Suppose the user wants to retrieve the file Wy. To retrieve file Wy, the user needs to
retrieve all the subfiles Wy, for j € [v]. We can break it down into v instances of
retrieval of the subfiles of Wy. The retrieval of each subfile I¥y; can be treated as a

separate instance of a PIR retrieval problem.

Theorem 4 (Designs to PIR protocols) Consider a ji-(F,b) system generated from a
(v, k, b, r)-tactical configuration. Then with respect to the subfiles W;;, where i € [F],
the servers S(Wy;) form a 1-(F,r) system. For file size L = v x r¥, the proposed
protocol consisting of Algorithms 5 and using FS-PIR protocol 1 in Algorithm 6 is

correct, private and achieves capacity.

Proof: In the ;-(F, b) system the subfile WWj; is present on  servers in the set S(Wpy; ).
Furthermore, each of the servers in S(Wj;) contains all the subfiles IV;; for all i € [F].
Therefore, with respect to the subfiles W;;, i € [F], the servers S(Wpy;) form a 1-(F, r)

system.

For recovering Wj;, we only restrict our attention to the 1-(F,r) system obtained
by restricting to the servers S(W;;). Subfile Wy; can be retrieved privately from the
above system by using the FS-PIR protocol 1. Since WWy; can be recovered for all
J € [v] from the 1-(F, r) systems formed by S(1Vj,), we are able to recover the file V.
Therefore, eq (3.2a) is satisfied.
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We note two properties of the proposed protocol that we need to prove the privacy

constraint.

P1) If we interchange all bits of file W, with W; where i € [F] in the queries to all
the servers, we would retrieve file W; instead of 1¥/;. This is because the storage is
symmetric with respect to all the files.

P2) Any permutation of bits of W;, ¢ € [F],j € [v] applied on all the queries to all
the servers does not affect the retrieval process, since permutation is an invertible
operation. This is equivalent to choosing a different permutation in the FS-PIR

protocol 1.

Next to show privacy of recovery process, we introduce the following notation. Sup-
pose to recover the subfile Wy;, the protocol for 1-(F, r) system storing Wy, generates
queries Q[ne J ], to send to server S, wherein S,, € S(Wp;). Then denote the responses of
S,, as ALej], Sn € S(Wy;). For S, such that S,, ¢ S(Wpy,), we define ngj] = (). We can

combine all the queries sent by the user to recover Wy as

QW = J Q¥ (3.3)
JjE]

Likewise, we can combine all the responses from server .5,, as

A = | ) A 34)

JEN]

To show that the protocol is private, we need to show eq (3.2b). Since the subfile
Wy ; can be recovered privately, none of the servers can infer anything about 6 given the

queries, answers and stored content. Therefore we have
1(0; QU9 A3 71y — 0 for all S, € S(Wp;) (3.5)

From this it follows that I(6; Q%)) = 0 for all S, € S(Wj;,). If the subfile Wy; is not

present on S,,, then Q,[fj Vis a null query and once again we have I(6; Qlfj ]) =0.

1(0; Q)Y = 0 for all n € [b] (3.6)
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Now, for any server S,,, n € [b]
1(60; Qi AL, Z,) = 10: Q1) Zn) (3.7)

since Agf} is a deterministic function of QL? l'and Z,. Therefore, using eq (3.3) we can

write

10;Q9, ALY 7.y = 1(6; Y ]Q% + 1(6; Z,|Q1)
Je|v

2 1(0: U QW) + H(Z,|Q) ~ H(Z,10. QL)

2 1(6: U QW)+ H(Z,) ~ H(Z) = 1(6; U Q1)
JEv

JE]

The last equality (b) follows from the fact that § and Qf | are user generated quanti-
ties (generated without any communication to the server) and hence cannot contain any

information about the server contents ~Z,,.

It remains to show that (6; Lf ]Qfﬂ) = 0.
J€lv

Without loss of generality, assume that = 1 and n = 1 and set ¢ := [11].

We will show that, fixing ¢ to server S; the user can retrieve not only file 1/, but it
can actually retrieve any file W;, i € [F] by appropriately altering the queries to other
servers. Also, we show that the probability of recovering any file W;, i € [F], given S}
receives query ¢, is the same. Showing these will establish that 7(6; QY ]) =0, n € [N].

We need the following properties of the FS-PIR protocol 1, see section 2.1.3

FSP1) There are exactly '~ bits for each subfile IW;;, involved in each query block.
In other words, 7! bits of W;;, V i € [F] are involved in the j™ query block
to S, € S(Wi;).

FSP2) Any bit appears atmost once in the queries sent to a particular server, i.e. a bit
involved in any query to S,, doesnot appear in any other query to S,,.

FSP3) The query structure is symmetric with respect to any file. In other words, the
linear combinations are similar and only differ in the actual bits forming the

queries.

To alter the queries to other servers so that we can recover a different file we proceed

as follows.
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1) Interchange all bits of file W with I¥; in the queries to all the servers. This gives
a (new) set of queries to be sent to the servers using which we can retrieve W,.

ii) Let g, be the query to S; in the new set of queries. Next, we try to make all
queries in the query sets ¢ and ¢,,.,, same. Recall that by FSP1) the same number
of bits of W;; occur in any query block to a server and by FSP3) all query blocks
have the same structure. Therefore, by permuting the bits of W;; we can map gye.
to ¢ uniquely with respect to the variables of ¢ and ¢,.,,. This does not affect the

recovery of the file ;.

This establishes that with respect to the queries of S7, the user can modify the queries
to other servers so that any file i € [F] can be recovered. Furthermore, the variables
which are not part of ¢ and ¢,,.,, can also be permuted without affecting the recovery.
Since the number of variables not involved in these queries are same for all files, from
the point of view of the server there is equal uncertainty as to which file was requested
by the user. These permutations exhaust all the possibilities of queries consistent with
FS-PIR Protocol 1. Therefore, eq (3.2b) is also satisfied and the proposed protocol is

private.

Now the size of the subfile is L/v = r¥, and the rate of the PIR protocol for the
1-(F,r) system is R = (Z?;()l r=7)~1. Then to recover each of the subfiles Wy, for
a given index 0 we require to download L/vR bits. For recovery of the entire file we
need to download L /R bits. Thus the rate of the proposed PIR protocol for the p-(F, b)
systemis L/(L/R) = R = (Zj}:& r~/)~! which coincides with the capacity of the
u-(F,b) system when L = v x r/ (as per eq (2.8)).

Remark 1 [f for a 1-(F,r) system any FS-PIR protocol achieves a rate R, then the
rate achieved for the SC-PIR protocol consisting of Algorithm 5 and using that given
FS-PIR protocol in Algorithm 6 is also R. This can be seen as follows: Suppose, we
represent rate and download cost of subfile from 1-(F,r) by Ry and Dy, respectively.

Then Ry, = é{f’. For the SC system Dioqp = vDg,, 50 Rys = % = vDLf = Ry,

Also note that since the capacity of a 1-(F,r) system coincided with the capacity of
a i = w-(F, N) system, if the FS-PIR protocol is capacity achieving for the 1-(F,r)

system, the SC-PIR protocol will be capacity achieving for the . = =-(F, N) system.

r
N

g
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Corollary 5 (Designs to PIR protocols) Consider a ji-(F,b) system generated from a
(v, k, b, r)-tactical configuration. Then with respect to the subfiles W;;, where i € [F],
the servers S(Wy;) form a 1-(F,r) system. For file size L = v x r¥~', the proposed
protocol consisting of Algorithms 5 and using FS-PIR protocol 2 in Algorithm 6 is

correct, private and achieves capacity.

Proof: Using FS-PIR protocol 2 in Algorithm 6 allows us to achieve capacity for
file sizes in multiples of L = v x r'~1. The proof for correctness and privacy follow
from the same arguments as in the proof of Theorem 4. This is because, the properties
of underlying full storage protocol FSP1,FSP2 and FSP3 used, also hold for FS-PIR
protocol 2, with a minute difference that instead of !, there are now ¥ ~2 bits in
FSP1. As long as the number of bits are same for all subfile, the exact number doesn’t

matter, it just has to be the same for all W;;, i € [F].

Regarding, the capacity, it can be noted in the proof of Remark 1 that if the FS-PIR
protocol for retrieving individual subfiles achieves FS-PIR capacity, then the proposed

protocol in Algorithms 5 and 6 achieves SC-PIR capacity. U

Corollary 6 (Designs to PIR protocols) Consider a ji-(F,b) system generated from a
(v, k, b, r)-tactical configuration. Then with respect to the subfiles W;;, where i € [F],
the servers S(Wy;) form a 1-(F,r) system. For file size L = v x (r — 1), the proposed
protocol consisting of Algorithms 5 and using FS-PIR protocol 3 in Algorithm 6 is

correct, private and achieves capacity.

Proof: This result is established by using FS-PIR Protocol 3 for retrieval of individ-

ual subfiles in 6.

Again, proof for correctness and privacy follow from the same arguments as in the
proof of Theorem 4. This is because, the properties of underlying full storage protocol
FSP1,FSP2 and FSP3 used, also hold for FS-PIR protocol 3, with a modification that
instead of "1, there is now 1 bit (out of the r bits of a subfile, where the 0-th bit is a
dummy bit and actual subfile size is r — 1 bits) of each subfile W;; in FSP1. But again,
since the number of bits are same for any subfile, the exact number doesn’t matter, it

just has to be the same for all W;;, ¢ € [F].
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Regarding, the capacity, it can be again noted in the proof of Remark 1 that if the
FS-PIR protocol for retrieving individual subfiles achieves FS-PIR capacity, then the
proposed protocol in Algorithms 5 and 6 achieves SC-PIR capacity.

3.5 Examples

2.

Example 8 Consider a %

(2,3) system i.e., a system with 3 servers, ;. = 2/3 and 2
files a and b, each 12 bits long. We shall use the (3,2, 3,2)-configuration with the
incidence matrix M given below for the storage scheme. So, we divide each file into 3
subfiles (a — ay, as, az, b — by, b, bs), each 4 bits long. Let a;; and b;;, i € [3],] € [4]

represent the ;™" bit of subfile a; and b; respectively. Store the subfiles on the servers as

follows:

Sy Sy Ss

1 10 ap a; Qs
M=10 11 bi b by (3.8)

1 01 as ao Qs

bs by b3

This system can be projected onto the following reduced 1-(2,2) systems.

St S Sy S5 St S5
a1 aj as Q2 az as
bl b1 bg b2 b3 b3
S(ng) S(WGQ) S(W93)

Suppose the user wishes to retrieve file a. Subfile a, is retrieved from system S(Wy;)
using the FS-PIR protocol 1 as follows: We start by querying server Sy for bit ay,. Now
to obfuscate S, we also demand bit by, from it. Similarly, we query server Sy for bits
a19 and bys. At this point we have 2 desired bits and 2 undesired bits. Now, we query the
servers for linear combination of a unknown desired bit and known undesired bit. So,
we query S1 for a3 + bis and Ss for a4 + byy. Clearly, we can retrieve all the desired

bits of subfile ay using these queries. Privacy can be maintained by using a random

46



permutation of bits of a; and b, instead of using them in the original order. Subfiles as
and agz can be retrieved in a similar manner. The queries to be sent to servers Sy, Sy

and Ss for retrieval of file a are summarised as follows:

St Sy S
a1 12 21
b1 bia ba1
aiz + b1z aiq + by a3 + bay
asy 22 as2
bs1 bao b3o
azz + b3y a4 + Doy azy + b3y

Suppose the queries for Sy and S3 were {ai3, i3, a1 + big, @23, b3, aoy + bog J, {
a1, bo1, 23 + bao, ass, bsz, asy + bzy } then file b would be retrieved for the same set
of queries for S1. We can design similar queries for recovering file c. Therefore the

queries to the servers do not leak information about the file requested.

Similarly, file b can be retrieved by using the following queries:

Si So S3
11 12 21
bi1 b12 bay

a2 + b3 ay + by g2 + bag

asi 22 asz
b31 bao bsa
asy + bss as1 + bay a3y + bsy

Finally, note that the capacity for the given %-(2,3) system is R*(u) = (1+1/t) o
(1+ 1/2)71 = 2/3. The rate of the above PIR scheme is R(j1) = 12/18 = 2/3, which

matches the capacity of the given system.

Example 9 Consider a %—(2, 6) system i.e., a system with 6 servers, 1 = 1/2 and 2 files

a and b, each 36 bits long.

We shall use the (4,2,1,6,3) BIBD with the incidence matrix M given below. Denote
the files as ‘a’ and ‘b’. Divide both files into v = 4 subfiles, each 9 bit long.
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a — a1, 0a2,0a3,04 b_>b17b2ab3ab4
Let a;j and by, i € [3],7 € [4] represent the j*" bit of subfile a; and b; respectively.

We store these on servers Sy, S5, ... Sg according to the storage scheme as:

1 00101
ayp a2 asz ap ap dag
110010
M = as a4 Q4 a3 Qa4 Aas (39)
0011160
by by by by b1 by
01 1001

File a can be retrieved using FS-PIR protocol 1 by using the following query sets

sent to different servers:

Sy S Ss S4 Ss Se
ai Q22 asi aiz ais a23
b1 bas b1 b2 b1z bas3
ais + bio a6 + b2 azs + bag aie + bi aig + bi agg + by
ays + bi3 g7 + bas ags + bss arr + bis aig + bia a9 + baa
az1 a41 Q42 as32 a43 ass
b1 ba1 baz bs2 bas bs3
a4 + by 44 + byo g6 + bar aze + ba1 asg + ba azs + b3y
Qg5 + bas g5 + bag g7 + bag azr + bss g9 + baa asg + b3z

Similarly, b can be retrieved using the following queries:
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Sl SQ 53 54 S5 SG

a1 22 a3y @12 a3 23
b1y bao b3y bio b3 b3
aip + by ag1 + bog azp + b3y a1 + bis a1 + big a1 + bog
aiz + bis g3 + byy asz + bss aiz + bz aip + big a2z + bag
21 Q41 Q42 a32 Q43 ass
ba1 bay bao b32 b3 b3
g + oy g2 + by ag1 + bas az1 + bsg ag1 + bug azy + bsg
g3 + bos 43 + bys @43 + bay ass + by g2 + bag azg + bag

Note that the retrieval rate here is R = Size of file retrieved/total number of bits downloaded =

36/48 = 3/4 which matches the capacity C' = (1 + 1/3)~' = 3 /4 for the system.

Example 10 Consider a 2-(2,7) system i.e., a system with 7 servers, ju = 3/T and 2
files a and b, each 21 bits long.

We shall use the well known Fano plane as the required tactical configuration. De-

note the files as ‘a’ and ‘b’. Divide both files into v = T subfiles, each 3 bit long.

a— a1,0a9,...,0a7 b—)bl,bg,...,b7
Let a;j and by, i € [7],7 € [3] represent the j*" bit of subfile a; and b; respectively.

We store these on servers Sy, S, ... S7 according to the storage scheme as:

(1011000 S S S Si S5 S S

1 00 0011 ap a3 ap a; a3 Qg Qs

1100100 Ay Q4 G5 G4 Gg G5 G4
M=101010 01 as as ag a7 a7 Q7 dag (3.10)

0110010 by by by by by by bo

0010101 by by bs by bg by by

000111 0] bs bs bg by by by bg

Now, suppose that the user wants to retrieve file a. It can do so, by generating the

following set of queries in accordance to the FS-PIR protocol 2:
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Sy S Ss Sy S5 Se St

a1 asy az + by aiz + bn azz + bai a1 gz + by

bi1 bs1 as1 aq1 a3 + be1 ba1 g2 + by
a3 + ba as3 + ba bs1 ba1 ary as2 + bs1 ae1
aszs + bs as3 + bs1 a2 + be1 ars + bn bz arz + by be1

Again, note that here retrieval rate R = 21/28 = 3/4 which matches the capacity
C = (1+1/3)~ = 3/4 for the given system.

Example 11 Consider a %—(2, 10) system with files a and b, and t = pN = 4. Assume

that we want to retrieve file a.

We will use a (5,2,1,10,4)-BIBD for the storage scheme. So we divide each file

into 5 subfiles and store them on the servers as follows:

-100010
000O0O0T1
M=1011000
001110
110101

S = O = O

1 10
011
1 01
000
000

S1 52 53 Sy S5 S S7 Ss S9 Siwo
ay as as a4 a Az Gz G G Q2
as as a4 Qs Qa4 Q5 G4 A3 G2 a3
by bs bs by by by by by by by
bs bs by bs by bs by by by b

We use either F'S-PIR protocol 1 or 2 to retrieve the individual subfiles. With F'S-PIR

protocol 1, the retrieval process looks like:

Assume each subfile is of 16 bits, which means the file is of size 80 bits.
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Sy S Ss Sy Ss

ar asi asz Q42 12

b1 bs1 b3z ba2 b2

as1 as52 aq1 as3 43

bs1 bs2 b1 bs3 bag
ais + b2 azs+bsa  azs+by ass+bn  as+ b
aig+ b1z ass+0bs3  azg+b3z  as+bsz  apg+bis
air+bis azr+bss azio+bs asi0+baa @110+ bug
ass +bsa  ass+bs1  ass +biz asi b1 as1 + b
ase +bs3  asg+0bs3  ase +baz  asi2+bs2 ag12+ bao
as7 +bsa as10+bsa a7 +baa asiz+bsa ag13+ b

Se S- Sy Sy Sto

a21 a2z ais a14 Q24

b1 bas b1z b14 by

54 Q44 a33 22 34

bs4 b4 bs3 baz b3y
ags +baz A +by  ar1n+bin a1 tbin azis+ by
Az + b2z a9 +baz  ar12+bia ar1s+biz azis + b
a7+ by az10+bas ar13+bia arie+biz azie+ bas
as14 +b51 Ag14 + by azir +b31 a1+ b azig + by
as15+bs2 as15 +bi2 az12+b32 azi2+ b azis+ ba
as16 + bs3 @a16+baz az13 + 034 aziz+ b azie+ b33

With FS-PIR protocol 2, the retrieval process would look like: Assume each subfile

is of 4 bits, which means the file is of size 20 bits.

Sh Sa S3 Sy S5

ai asi 41 as1 a2 + bn

bi1 bs1 ba1 bs1 ay3 + ba
asz +bs1 as3 +bs1 az2 +b31 ase + 0y
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56 87 SS 59 810

ao1 aze +bo1 ajz+bi1 ais + 011 ass + by
bai @gq +ba1  asz +bs1 ags 4+ by ass + bay
as4 + bs1

Note that with either of the protocols retrieval rate R = 4/5. Also, for this system
C=(1+1/t)"'=4/5.

3.6 Subpacketization

Subpacketization required by a PIR scheme is often defined as the number of small
packets/symbols into which each file needs to be divided in order to apply the PIR
protocol. For the problem of homogeneous PIR, first capacity achieving PIR protocol
was proposed by Tandon ef al. [15] which required a subpacketization of (]tV ) tf". The
subpacketization was then improved by Zhang et al. [14] where the authors achieved
capacity by using a ¢ times lesser subpacketization. Woolsey et al. further reduced the
subpacketization to Nt/ ~! [16]. In [16], the authors propose two protocols- one for the
case when ¢ divides N, and other when ¢ doesnot divide N. Also, unlike our protocol,

their scheme is a rigid one and doesn’t exploit combinatorial designs.

For our scheme, we first require a sub-division of each file into v subfiles and then
the subfiles have to follow a subpacketization as per the FS-PIR protocol used. Thus,
for the retrieval of individual subfiles if we use FS-PIR protocol 1 we would require a
subpacketization of vt¥, using FS-PIR protocol 2 would require a subpacketization of

vt¥~1 and using FS-PIR protocol 3 would require a subpacketization of v(t — 1).

A lower subpacketization for any PIR scheme is desirable as it makes the scheme
applicable to a wider variety of files. Also, a lower subpacketization usually implies
lower upload cost. In order to minimize subpacketization for our scheme, we need to

minimize the number of subfiles v.

Theorem 7 (Capacity achieving PIR protocols) For any given u-(F, N) system with

pw=r1/N, r € [N]and file size L = v x r’, we can design a capacity achieving PIR

N r
ged(N,r) 7 ged(N.

scheme by using a ( ok N, r) -configuration in Theorem 4.
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Proof: Since the parameters v = k= b = N and r satisfy eq (2.13),

r
d(N r ged(N,r)?

a configuration with the above parameters exists. One way of constructing such config-
uration is presented in Lemma 3. The PIR scheme designed by using this configuration
for the storage scheme in Theorem 4, and FS-PIR protocol 1 for the retrieval of indi-
vidual subfiles achieves capacity for the p-(F, N') system with L = v x r¥". This is true
since the FS-PIR protocol 1 achieves capacity for the 1-(F,r) systems with files size
rt. U

Corollary 8 (Capacity achieving PIR protocols) For any given j-(F, N) system with

w=r/N,r €[N]andfile size L = v x =1, we can design a capacity achieving PIR

scheme by using a e dgv,r) e d( oL N, 7’) -configuration in Corollary 5.

Corollary 9 (Capacity achieving PIR protocols) For any given ji-(F, N) system with
w=r/N,r € [N] and file size L = v X (r — 1), we can design a capacity achieving

PIR scheme by using a (gcdé\JfV,T) gcd( oL N, r) -configuration in Corollary 6.

Thus, from the above results we can infer that using the FS-PIR protocol 1 we
r¥, by using FS-PIR protocol 2
r£~1 and by FS-PIR protocol

can achieve a minimum subpacketization of W

we can achieve a minimum subpacketization of ( v r)

3 we can achieve a minimum subpacketization of r — 1). Also, interestingly

(N )(

in a recent independent work in [17], it was shown that +(r — 1) is the minimum
ged(N,r)

subpacketization possible for any capacity achieving homogeneous storage constrained

PIR scheme with equally sized subfiles. Thus it is established that our storage scheme

is optimal in terms of subpacketization.

3.7 Memory Sharing

For the p-(F, N) system generated from a (v, k, b, r)-configuration, memory sharing

can be used to achieve PIR capacity at any arbitrary storage point 1 € [%, 1]. The
concept of memory sharing to achieve capacity at non integral values of ¢ has commonly
been employed by SC-PIR protocols [15, 21] and we provide it here for the sake of

completeness. Memory sharing can be done as follows:
(1) Find r such that £ < i < % Set 11 = % and f1p = %
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(ii) Find « such that g = apy + (1 — a) po.

(iii) Divide each file WW;, i € [F], into two partitions Wi(l) and Wi@), of sizes aL and
(1 — ) L respectively.

(iv) Now, store partition I/Vi(l) using a (vy, k1, b, r)-configuration and partition WZ-(Q)
using a (ve, ko, b, 7 + 1)-configuration.

(v) The above gives two partitions of storage of each server Z;, j € [b] which are
denoted as Z ](-1) and Z ;2), where Z](k) has subfiles from Wi(k), i € [F] only. The
sizes of Z;l) and ZJ@) are ap1 F'L and (1 — o) uo F'L respectively.

(vi) Let D; be the total number of bits downloaded by use of the proposed proto-
col when p = pp, and D, be the total number of bits downloaded by use of the
proposed protocol when p = ps. Since the protocol is optimal at p; and po,
D*(u1) = £t and D*(ps) = 22. Now, for file partitions Wj(l) and servers par-
titions Z ng), we can use the proposed protocol to retrieve file partition W(l), by
downloading a total of a D bits. Similarly W(2), can be retrieved by downloading

(1 — ) Dy bits. Thus, for file W, the download cost per bit,

Total number of bits downloaded
D(p) =

Size of file retrieved
Cle -+ (1 — Oé)DQ
L

— aD* (i) + (1 - @)D" (1)

(3.11)

Thus, we can achieve the lower convex hull of (u =7, D*(p) = Zf;ol = > pairs,
for » = 1,2,...,b and hence our protocol achieves capacity for arbitrary p (refer
eq (2.8)).

54



CHAPTER 4

FAULT TOLERANCE

So far, we were given a system of NV servers and F' files and we stored these files on
the servers so as to optimize the retrieval rate and have minimum subpacketization. But
what would happen if after the storage phase, some server goes down. We cannot go
and change the storage at other servers, we have to go on with what we have and try to

get the best out of it.

There can be a variety of events that could lead to a server failure, such as loss of
power, hardware malfunction, operating system crashes, cyberattack, natural disaster
etc. The event of 1 server going down amongst a set of /V servers is a very realistic
scenario. Until the server is repaired and up again, the user has to access files using the
remaining N — 1 servers only. Failure of 2 servers is a comparatively rarer scenario, and
failure of more servers is even rarer. If a system of 10 physically independent 99.9%
reliable servers is considered, at any given time instance Pr(1 server down) = 0.991% ,
Pr(2 servers down) = 0.004% and Pr(3 servers down) = 0.00001% (refer [22]). In this
chapter we analyze our proposed protocol under the scenarios of 1 and 2 servers going
down. We observe that in the case of 1 server failure, our protocol achieves capacity
for the new system and also is able to uniformly distribute the excess load due to 1
server failure on the remaining servers. We also compare the load distribution with
the load distribution under homogeneous storage constrained PIR protocol of [16]. In
the event of 2 server failure, we see that the rate our protocol achieves is slightly less
than capacity, and is the same irrespective of which 2 servers go down. Also, as the
number of servers increase, the gap to capacity goes down and we achieve capacity

asymptotically as N — oo.



4.1 One server failure

When a server goes down, the rate of PIR protocol for the new system is bound to
decrease to the fact that we now have lesser resources. The best we can do is achieve
capacity for the new system. Another aspect to focus on is how the excess load due to
a server failure gets distributed on the remaining servers. To quantify the load on the

servers, we define a metric to quantify load on servers.

Definition 9 (Server Load:) Server load ((,,) is equal to the number of requests the n'"

server has to serve for retrieval of the desired file.

Ideally, we would want (,, to be the same for all n, else the server which needs to
serve more number of requests than others would act as a bottleneck in the retrieval
process and we would not be optimizing resource usage. Also, if number of requests on
a particular server are unevenly high, its request latency (which corresponds to the time
taken to serve a request) may go up further delaying the whole retrieval process. Note
that for the setting of FS-PIR without any server failure, PIR protocol of [4] achieves
uniform load distribution whereas protocols of [18] and [23] do not uniformly distribute

load on all the servers.

In case of storage constrained PIR with one server failure, our proposed protocol
is capacity achieving for the one-reduced system and can uniformly distribute the load

amongst all the remaining servers. We demonstrate the same through an example first.

Example 12 In the %—(2, 7) system of Example 10 witht = uN = 3 and F' = 2 files a
and b, assume that each file is now of length L = 252 bits and each subfile is { = 36
bits long. Each file is divided into v = 7 subfiles and these subfiles are stored on the
servers using the Fano plane as shown in Example 10. Now suppose that due to some
issue server Si fails. Due to this failure the 6 subfiles stored on S, are inaccessible.

Assume that the user wants to retrieve file a.
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Sl SQ 53 S4 55 SG S?

a; a3 a3 a a3z daz das
a a4 a5 a4 G A5 Q4

as as Qg a7y a7 a7 Qg (41)

As server S| fails, the recovery of subfiles a1, as, as is affected as they are now avail-
able from 2 servers only, while subfiles a4, as,ag and a; are available from 3 servers
each. From the storage scheme, it can observed that all the remaining active servers
Sy — Sy each contain 1 subfile whose recovery is affected and 2 subfiles whose recovery
is unaffected. The subfiles whose recovery is affected will now have to be retrieved from

2 servers whereas other subfiles will be recovered from 3 servers.

In the example under consideration, subfiles ai,as and ag are retrieved from 2
servers each using the capacity achieving protocol of [4] . Subfile a; is retrieved
from the 1-(2,2) system with servers S3, Sy and files ay,by. For this system, C =
(1+1/2)7Y = ¢/D (from eq (2.1)) and { = 36. So total D = 54 requests have to be
served in order to retrieve subfile a,. Since the protocol of [4] is symmetric wrt servers,
each of the participating servers would receive equal number of queries. Thus, both
servers S3 and Sy would serve 27 requests for retrieval subfile a,. Similarly for sub-

files ay and ag each participating server would serve 27 requests for retrieval of these

subfiles.

The retrieval of subfiles a4, as, ag and a; is not affected and they are retrieved from
3 servers each. Subfile a, is retrieved from the 1-(2,3) system with servers Sy, Sy, St
and files ay, by. For this system, C = (1+1/3)~! = (/D (from eq (2.1)) and { = 36. So
total D = 48 requests have to be served in order to retrieve subfile a,. Since the subfile
is retrieved from 3 servers , each of the servers S5, Sy and S; would serve 16 requests
each. Similarly for subfiles as,ag and a; each of the three participating server would

serve 16 requests for retrieval of these subfiles.

Table 4.1 captures the number of requests each server serves for the retrieval of
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different subfiles. Also, it can be seen from the table that each server receives a total
of 59 requests and hence server load (, = 59 foralln € [2,7]. Also (pnax = 59 and
Ctotal = 354.

Firstly, we note that to retrieve 252 bits of the desired file we download 354 bits,
hence R = % = %. For the new system, ' = u = % N =6 and t' = px N' =
L =3 x(2)+4 x (2). So for this system optimal download cost D*() = (£) x (1+
%) + (%) * (1+ %) = % (using eq (2.8)) and C' = %. Thus, rate of the retrieval process

matches capacity for the new system.

Next, we compare load distribution under our protocol with load distribution of the
protocol proposed by Woolsey et al. in [16]. As per their protocol, the storage after
failure of S1 would look like:

Sl SQ Sg S4 55 56 S?

ap G a3 a4 as QA Oar
ay a3 a4 Qa5 Gag a7 a
as a4 as QAg Q7 a1 A2
bl b2 b3 b4 b5 bG b7
bg bg b4 b5 bﬁ b7 bl
b3 b4 b5 b6 b? bl b2

Again, subfiles a, as, az are available from 2 servers each and subfiles ay, as, ag, az
are available from 3 servers each. As subfiles a,, as and as are retrieved from 2 servers,
each participating server would serve 27 requests each. For subfiles ay, as,ag and a;
each of the three participating server would serve 18 requests each. Table 4.2 captures
the number of requests each server serves for the retrieval of different subfiles. Also, it

can be seen from the table that (. = 70 and Ciorqy = 354.
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Number of requests served
Subfile

Sy | S3 | Sa| Ss | S6 | St
aq 27 | 27
(05} 27 | 27
as 27 27
ay 16 16 16
as 16 | 16 16
ag 16 16 16
ar 16 | 16 | 16

Server load ((,) | 59 [ 59 |59 | 59 | 59 | 59

Table 4.1: Server load for Proposed PIR protocol

Number of requests served
Subfile

Sy | S3 1S4 | S5 | S | Sy
aq 27 | 27
a9 27 27
as 27 | 27
a4 16 | 16 | 16
as 16 | 16 | 16
ag 16 | 16 | 16
a 16 | 16 | 16

Server load ((,,) | 70 | 59 | 48 | 48 | 59 | 70

Table 4.2: Server load for protocol of Woolsey et al. [16]

Clearly, for both our protocol and protocol of Woolsey et al. the total load is same,
but our protocol is able to distribute the load uniformly on all the servers. Figure 4.1
shows the distribution of load due on the servers in the one-reduced system for the two

protocols.
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Figure 4.1: Server load on i-th server for a one-reduced %-(2, 7) system

Example 13 Consider a %—(2, 7) system with files a and b each L = 1008 bit long. As
per our storage scheme we divide each file into v = 7 subfiles each of { = 144 bits.
The i-th subfiles of a and b are denoted by a; and b;, i € [7] respectively. We use the
(7,4,2,7,4)-BIBD for the storage scheme and store the subfiles as shown below.

1011100
0001111
1010011
M=11100101 (4.2)
1101010
01 11001
011011 0]

Assume that we want to retrieve file a, but server S fails due to some issue. Due to
this failure the 8 subfiles stored on Sy are inaccessible. Assume that the user wants to

retrieve file a.
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Sl SQ 53 S4 55 SG S?

a, a4 Qa1 @1 Q1 Qg G2
as @s as ay ay as das
as Qg Qg Qs @4 Az Q4
as ay; ay ag a7 a7 Qg (4.3)
by by b1 by by by b
bs bs by by by b3 b3
by bs bg bs by by by
bs b7 b bsg by by g

As server S fails, the recovery of subfiles a1, a3, ay, as is affected as they are now
available from 3 servers only, while subfiles ay, ag and a7 are available from 4 servers
each. From the storage scheme, it can observed that all the remaining active servers
Sy — S7 each contain 2 subfiles whose recovery is affected and 2 subfiles whose recovery
is unaffected. The subfiles whose recovery is affected will now have to be retrieved from

3 servers whereas other subfiles will be recovered from 4 servers.

Subfiles a1, a3, ay and as are retrieved from 3 servers each using the capacity achiev-
ing protocol of [4] . Subfile a, is retrieved from the 1-(2, 3) system with servers Ss, Sy, Ss
and files ay, by. For this system, C = (14 1/3)"! = (/D (from eq (2.1)) and ¢ = 144.
So total D = 192 requests have to be served in order to retrieve subfile a;. Since the
protocol of [4] is symmetric wrt servers, each of the participating servers would receive
equal number of queries. Thus, all 3 servers Ss3, Sy and S5 would serve 64 requests for
retrieval subfile a,. Similarly for subfiles a3, a4 and a5 each participating server would

serve 64 requests for retrieval of these subfiles.

The retrieval of subfiles as, ag and ay; is not affected and they are retrieved from 4
servers each. Subfile a is retrieved from the 1-(2,4) system with servers Sy, S5, Sg, St
and files ay, by. For this system, C = (1 + 1/4)~! = /D (from eq (2.1)) and ¢ = 144.
So total D = 180 requests have to be served in order to retrieve subfile as. Since the
subfile is retrieved from 4 servers , each of the servers Sy, S5, Sg, S7 would serve 45
requests each. Similarly for subfiles ag and a; each of the four participating server

would serve 16 requests for retrieval of these subfiles.
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Table 4.3 captures the number of requests each server serves for the retrieval of
different subfiles. Also, it can be seen from the table that each server receives a total of
59 requests and hence server load (, = 218 foralln € [2,7]. Also (nax = 218 and
Grotar = 1308.

Note that to retrieve 1008 bits of the desired file we download 1308 bits, hence

_ 1008 _ 84
}% T 1308 T 109

4% (2) +3 % (2). So for this system optimal download cost D*(p1) = (3) X (1+3) +

For the new system, i/ = p = %, N =6 and t = p* N' = 2_74 -

(%) * (14 %) = 15—49 (using eq (2.8)) and C' = 18—(;19. Thus, rate of the retrieval process

matches capacity for the new system.

Next, we compare load distribution under our protocol with load distribution of the
protocol proposed by Woolsey et al. in [16]. As per their protocol, the storage after
failure of ST would look like:

f;l f;Q f;3 f;4 5;5 :;6 £;7

a; G2 Qa3 Q4 Aas Qg ary
as a3 Qa4 a ag a7 a1
as Qa4 as ag Gy a1 Qg
ay, as Qg ay a3 Qas as
bl bg b3 b4 b5 b6 b7
bg b3 b4 b5 b6 b7 bl
bg b4 b5 b6 b? bl b2
b4 b5 b6 b7 b1 bg b3

Again, subfiles a, as, az and a4 are available from 3 servers each whereas subfiles
as, ag, a7 are available from 4 servers each. As subfiles ay,as, a3 and a4 are retrieved
from 3 servers, each participating server would serve 64 requests each. For subfiles
as, ag and a7 each of the four participating servers would serve 45 requests each. Ta-
ble 4.4 captures the number of requests each server serves for the retrieval of different

subfiles. Also, it can be seen from the table that (. = 237 and (o1 = 1308.
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Number of requests served
Subfile
Sy | Ss | Sy | S5 | Se | S7

ay 64 | 64 | 64

as 45 | 45 | 45 | 45

as 64 64 | 64

ay 64 64 64

as 64 64 64

ag 45 | 45 | 45 45

ar 45 | 45 45 | 45
Server load (¢,,) | 218 | 218 | 218 | 218 | 218 | 218

Table 4.3: Server load for Proposed PIR protocol

Number of requests served
Subfile

Sy | Ss | Sy | S5 | Se | St
ay 64 | 64 | 64
) 64 64 | 64
as 64 | 64 64
ay 64 | 64 | 64
as 45 | 45 | 45 | 45
ag 45 | 45 | 45 | 45
ar 45 | 45 | 45 | 45

Server load (¢,,) | 237 | 218 | 199 | 199 | 218 | 237

Table 4.4: Server load for protocol of Woolsey et al. [16]

Again, for both our protocol and protocol of Woolsey et al. the total load is same,
but our protocol is able to distribute the load uniformly on all the servers.
4.1.1 Results on Fault Tolerance
Now, we formally state the 2 results discussed through the examples.

Theorem 10 Consider a p-(F, N) system generated from a (v, k,b = N,r = t) con-

figuration. Assume r € 77+ \ {1}. In this system if a server fails, the proposed protocol
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is capacity achieving for the one-reduced system, assuming that the subfile size is large
enough to support capacity achieving PIR protocol for both 1-(F,r) and 1-(F,r — 1)

systems.

Proof: If any server fails, then the £ subfiles of each file stored on it are unavailable.
For the desired file, these k£ subfiles now have to be retrieved from remaining r» — 1
servers on which they are stored. The other v — k subfiles are unaffected and hence
would be retrieved from 7 servers. The & subfiles available on r —1 servers, are retrieved
by using the capacity achieving PIR protocol of [4] for 1-(F,r — 1) system. Thus for re-
trieving these subfiles R = 5= = (1+ 25 +-- -+ = )F —L—) !, where { = £ is the sub-
file size. So, for retrieving each of these k subfiles D, | = £(1 + == +--- + W)

bits are downloaded.

Similarly, the other v—k subfiles are available on r servers each, and are retrieved by
using the capacity achieving PIR protocol of [4] for 1-(F, r) system. Thus for retrieving
these subfiles R = DL
subfiles D, = (1 + < L. =

=(1 + +-+ TFl_l )7L, So, for retrieving each of these v — k

L) bits are downloaded.

Thus, total download cost

kL 1 1 — k)L 1 1
Dtotal—v <1+ + -+ >+(U ) (1+;++ )

r—1 (T_l)Ffl TF_l

(4.4)

and download cost per bit

k 1 1 k 1 1
D<M):Z(1+r—1+'”+m)+(1_E> (1+F+"'+rF—1>
(4.5)

Next, we calculate the optimal download cost per bit for the new system after a
server has failed. Note that the one-reduced system has N’ = b — 1 servers with nor-

malized storage 4/ = p = 7 and total normalized storage for the system ¢’ = p(b—1) =
b—1

i
Note that ¢’ = rb_Tl = %(r —1)+ (1 — %) r where r,r — 1 € Z*, Using eq (2.8),

the optimal download cost per bit for the given one-reduced system,
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o 1 1 r 1 1
D(y)—b(1+r_1+ +(7"—1)F_1)+<1 b)(1+r+ +7“F_1)

(4.6)
But for any (v, k,b, ) configuration from eq. (2.13) bk = vr = £ = £ Thus
D(p) = D* (). O

Remark 2 Theorem 10 holds true under all three full storage PIR protocols of [4],[ 18]
and [23]. If protocol of [4] is used for subfile retrieval, minimum file size required
L = v xIlem(t" t¥'=1). With protocols of [ 18] and [23] minimum file sizes required are

L=vxIem(tr=1 t'=2) and L = v x lem(t — 1, — 2) respectively.

Theorem 11 Consider a ji-(F, N) system generated from a (v,k,\,b = v,r = k)
symmetric BIBD and suppose that server S,, fails after the storage phase. Assume
r € Zt\ {1} and PIR protocol of [4] is used for retrieving individual subfiles. Then for
the one-reduced system, server load is distributed uniformly on all the available servers

during retrieval of the desired file i.e (; = (; for all i,j € [N]\ m.

Proof: In a symmetric (v, k,\,b = v, = k) BIBD , any two blocks have exactly
A elements in common. Therefore, if any server fails, recovery of exactly A subfiles
on each server is affected. Thus each of the available server has A subfiles which are
effected and are available on only » — 1 servers each and k£ — A subfiles which are
unaffected and available on r servers each. Server load for each server is a sum of loads
for the k files present on the server. Since the protocol of [4] is symmetric wrt servers,
for each subfile, all the participating servers will share the load equally. Assume that

the total download cost for a subfile to be retrieved from r servers is D, and for a subfile

L requests

. . D, _
to be retrieved from r — 1 servers is D, _;. Then each server would serve ==

1
each for the \ subfiles available from r — 1 servers and % requests each for the k£ — A

subfiles available from 7 servers. Thus ¢, = -2 D,_; + 22D, foralln € [N]\ m. O

Remark 3 Theorem 11 does not hold true if protocols of [18] or [23] are used for
subfile retrieval. This is because these protocols are not server symmetric and may
divide the load of retrieving a subfile unevenly on the involved servers, hence skewing

the total load distribution as well.
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4.2 Two server failure

Next, we analyse the scenario of 2 out of NV servers going down. We assume that the
system under consideration has ¢ € Z* \ {1,2}. We observe that if BIBD’s are used
for the storage scheme of the proposed protocol, the rate of PIR protocol for the new
system does not depend on which 2 servers go down. This is unlike the protocol of
Woolsey et al. wherein the rate of PIR protocol for the new system is dependent on

which 2 servers go down. We demonstrate the same through an example below:

Example 14 Consider the % — (2,7) system of Example 12 with files a and b of sizes
L = 252 bits. The files are divided and stored on the servers as per the Fano plane as
shown in Example 12. Again, say the user wants to retrieve file a. Assume that servers

St and S5 are both down and unable to serve user requests.

We wish to characterize the rate of proposed PIR protocol for the new system. After

failure of servers Sy and S, the storage as per our proposed protocol looks like:

Sl SQ S3 S4 55 SG S?

a; a3 a; ai; as G das
Gy G4 G5 G4 Qg Qs Q4
as as ag a7 Gy a7 Qg 4.7)
by b3 by by b3 by by
by by bs by bg b5 by
bs bs bg by by by bg

Due the the server failures, subfiles ag is now available from only 1 server whereas
subfiles a1, aq,a4 and as are available only from 2 servers. The subfiles ag and a;
are unaffected and are still available from 3 servers each. As per the analysis done
in Example 12, a subfile of size | = 36 bits, if retrieved from 2 servers, needs each
server to serve 27 requests. If the same subfile is retrieved from 3 servers, it need
each participating server to serve 16 requests each. Similarly, if the subfile has to be
retrieved from only 1 server, it would need the server to serve 72 requests(the whole

projected database which has 36 bits of both subfiles has to be downloaded). Table 4.9
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shows the number of requests each server has to serve for retrieval of different subfiles

under proposed protocol.

The proposed protocol has a total download cost of D = 384 bits, which corre-

sponds to rate R = % = % = 0.65625.

Next, we compare this with the retrieval rate of protocol proposed by Woolsey et al.
under the same scenario. As per the protocol of Woolsey et al., after failure of servers

St and S,, the storage at the servers will look like:

ASI ASZ Sé SZ 5% 5% ‘97

a; a2 a3 a4 as dag Aar

o A3 Agq a5 Qg a7 Qi

It can be noted that in the new system, subfile ay and a3 are available only on
1 server each, subfiles a, and a4 are available on 2 servers each, whereas the other
subfiles are unaffected and available from 3 servers each. Table 4.10 shows the number
of requests each server has to serve for retrieval of different subfiles under protocol of

Woolsey et al.

No: of requests served
Subfile

Ss | Sy | S5 | S¢ | S7
a 27 | 27
as 27 | 27
as 72
ay 27 27
as 27 27
ag 16 16 16
ar 16 | 16 | 16
Total Download cost = 384

Table 4.5: Download cost for Proposed PIR protocol
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No: of requests served
Subfile

S3 | Sy | S5 | S¢ | S7
a 27 | 27
Qo 72
as 72
ay 27 | 27
as 16 | 16 | 16
ag 16 | 16 | 16
ar 16 | 16 | 16
Total Download cost = 396

Table 4.6: Download cost for Woolsey et al.

Next, we assume that instead of S1 and S, servers Sy and S3 go down and compare
the performance of the two protocols. The tables below show the storage and download

costs for proposed protocol and protocol of Woolsey et al. [16].

f;l E;Q 5;3 5;4 5;5 :;6 5;7

ay a3 a1 a3 a3 Qag Qg
s Q4 Q5 Q4 Qg A5 QG4
as a5 ag ary Gy a7 Qg
by by b1 bi b3 by b
bg b4 b5 b4 bﬁ b5 b4
b3 b5 b6 b? b7 b7 b6

Table 4.7: two-reduced system storage for proposed protocol

t;l t;Q f;g f;4 f;5 :;6 £;7

ap az az a4 as ag ar
as a3 Q4 as Qg a7 ap
as a4 as ag Gy G Qg
bl bg b3 b4 b5 b6 b7
bg bg b4 b5 b6 b7 bl
b3 b4 b5 b6 b? bl b2

Table 4.8: two-reduced system storage for Woolsey et al.
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No: of requests served
Subfile

Sy | Sy | S5 | S¢ | S7
aq 72
ao 27 | 27
as 27 27
ay 16 | 16 16
as 27 27
ag 27 27
ar 16 | 16 | 16
Total Download cost = 384

Table 4.9: Download cost for Proposed PIR protocol

No: of requests served
Subfile

Sy | Sy | S5 | S¢ | S7
ai 27 | 27
as 27 27
as 72
ay 27 | 27
as 27 | 27
ag 16 | 16 | 16
ay 16 | 16 | 16
Total Download cost = 384

Table 4.10: Download cost for Woolsey et al.

It should be noted that the total download cost for proposed protocol remains the
same in both the cases, but for the protocol of Woolsey et al. the total download cost

depends on which two servers fail.

Theorem 12 Suppose that we use a (v, k, \,b = N,r = t) BIBD for the storage scheme
of proposed protocol. Now, if any two servers fail, the retrieval rate for the two-reduced
system does not depend on which 2 particular servers fail. The gap to optimal download

cost per bit for our scheme is given by
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f—1
D)= D) = 5 X (e + 25~ ) ) 48)

=1

Proof: Given a (v, k, \, b, r)-BIBD, if any 2 servers fail

(i) A subfiles are left on (r — 2) servers.
(ii) 2(k — A) subfiles are left on (r — 1) servers.

(iii) Remaining (v — (2k — X)) subfiles are on r servers.

Let us represent the total download cost of a subfile from ;7 — 1 and » — 2 servers

as D,., D,_1 and D,_, respectively.

So, the total download cost for overall retrieval
L L L
Dt = = (0 = (26 = \)Dy + Z(2(k = ))Dry + =“(NDra 49)

and download cost per bit

— (2k — A 2(k — A A
D(:U’):U (?} )D'r+ ( v )Dr—1+;Dr—2 (410)

Next, we calculate the optimal download cost per bit for the new system. Note that

for the two-reduced system t' = pu(N —2) = pu(r—2) =r22 = Z(r — 1)+ (1— Z)r.

Thus using eq (2.8) the optimal download cost per bit for the two-reduced system

2r 2r
D*(n) = 5-Dra + (1= D, 4.11)

Finally,
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Plugging in the values of D, D,_1, D,_o, we get

D) = D) = 2{ (7 + 25 - )
+(i+ L2 )+
2 (r—22 (r—12" 7

g

Since the performance of our protocol is the same irrespective of which 2 servers
go down , it can be expected that our protocol is not severely affected in the worst
case. Also, it can be noted that the gap to capacity goes down a the number of servers
increases. Hence, in the asymptotic case N — oo, D(u) = D*(u) and capacity is

achieved for the two-reduced system.
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CHAPTER 5

SUMMARY AND FUTURE DIRECTIONS

Coming towards the end of this thesis, in this Chapter we summarise our work and

discuss possible directions to expand our work.

In this work we proposed a novel capacity achieving PIR scheme with low subpack-
etization for uncoded homogeneous storage constrained PIR systems. The proposed
PIR scheme is also capable of achieving optimal subpacketization and is flexible and
can accommodate a number of system parameters. The proposed PIR protocol has two
main components: a storage scheme and a retrieval scheme. The storage scheme is
based on combinatorial designs, more specifically tactical configurations. The retrieval
scheme works by projecting the given system to multiple instances of smaller systems
with replicated servers having full storage capacity. The benefits of our proposed PIR

protocol are summarised below. The proposed PIR protocol:

* Exists for any given NV, F' and p.
* Achieves capacity

» Achieves optimal subpacketization for any homogeneous storage constraint PIR
protocol with equally sized subfiles

» Achieves capacity for the one residual system, without any modification in the
contents of available servers

* Uniformly distributes excess load due to 1 server failure on the set of available
servers if a symmetric BIBD is used for storage scheme.

* For the two residual system, maintains a fixed retrieval rate independent of which
2 servers fail if storage scheme is based on a BIBD.

As a extension of this work, it would be interesting to reduce subpacketization re-
quirements when ¢ ¢ Z. Currently existing SC-PIR protocols use memory sharing to
extend PIR protocols for the case of non-integral ¢, which requires a high subpacke-
tization. Exploiting the fault tolerance of SC-PIR protocol may serve as one possible
way to reduce subpacketization for systems with non-integral . Another possible direc-

tion for future work is to apply the theory of combinatorial designs to construct a PIR



protocol for Storage constrained Heterogeneous PIR systems where each server has a
different normalized storage. Currently existing PIR protocols for Heterogeneous PIR
either have high subpacketization requirements or have a iterative placement strategy
for the storage scheme. The challenge is to come up with a way of using combinatorial
designs to construct a one shot storage scheme for Heterogeneous PIR systems which
has low subpacketization requirements. Another interesting direction is the setting of
Weakly PIR which brings in a practical trade off between the privacy and performance
of PIR protocols. A practical example of weakly PIR would be say we are retrieving a
video file from a server with 100’s of audio files, 100’s of images and 100’s of videos.
We might not be much concerned if the server knows that we are retrieving some video
file but doesn’t know which one. By, doing this sacrifice on perfect privacy, we gain
in terms of the rate of the protocol, which means that now we will have to download a
lesser amount of data to recover our desired file. The amount of privacy loss is usually
quantified by metrics defined on the basis of mutual information between the desired
file index and queries received by a server. Again, as a extension of our work, designing
efficient PIR schemes based on combinatorial designs for different allowed information

leakage values is a interesting direction.
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