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ABSTRACT

This thesis considers the design of a system with relays, an eavesdropper ,  a jammer 

and two terminal nodes with aim of achieving maximum Secrecy rate . We extend this 

work for two antenna case instead of one antenna case deployed only on two terminals 

of  the  system.  To  solve  the  above  problem ,  we  use  Convex  Optimization  as  the 

mathematical tool as one can get global maximum and minimum values if the problem 

can be formulated as Convex Optimization problem. SOCP (Second Order Convex-

Cone Programming) is the used Convex Optimization form used in this thesis. To solve 

the SOCP problem, CVX toolbox is used integrated to Matlab. For each plot, thousands 

of  Monte-Carlo  simulations  are  done  and  obtained  simulations  agreed  with  the 

published results.
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Chapter 1

1. Introduction

THE ISSUE of security is a fundamental problem in data communications. In wireless 

communications, the security issue becomes more challenging due to the fundamental 

characteristics of the openness of wireless medium. Any receiver located in the cover 

range of the transmitter can obtain the transmitted signal. In this context, physical layer 

security, or information-theoretic security, has attracted considerable attention recently. 

The information-theoretic security was first introduced by Shannon . Wyner introduced 

the degraded wiretap channel model in where a wire-tapper wants to access a degraded 

version of the intended receiver’s signal, and defined the notion of secrecy capacity to 

measure the maximum transmission rate from source to the legitimate destination while 

making  the amount of information leaked to the eavesdroppers negligible. Information-

theoretic security of multiple-antenna systems has attracted a lot of attention recently. It 

is  worth  mention  that  when  the  channel  gains  are  fixed  and  known  to  all  the 

transceivers, the optimal transmission scheme for Gaussian codebook that maximizes 

the secrecy rate of Gaussian MISO channels is beamforming along the direction of the 

generalized eigenvector corresponding to the maximum generalized eigenvalue of the 

matrix pencil of main channel and wiretap channel matrices. On the other hand, a lot of 

multiuser  scenarios  are  considered  for  physical  layer  security  transmission,  such as 

broadcast channels, multiple access channels, cooperative relay channels , and two-way 

channels. 

2. Motivation

Wireless  Security  has  become  oer  of  the  important  issue  of  the  modern  world  of 

Wireless system . The increase in demand of wireless device has led to various security 

concerns like leaking of private/confidential knowledge which is may be very damaging 
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in  case  of  war  situation  when  an  army  is  sharing  strategical  information  through 

wireless  network and enemy get  access of the information by eavesdropping in the 

wireless  network.  Present  take  this  point  as  an  inspiration  and  try  minimize  the 

eavesdropper role in the wireless communication.  

3. Organisation of the Thesis

Chapter 2: System Model

Chapter 3: Scheme discussed for the scenario when only Eavesdropper 

is present

Chapter 4: Scheme discussed for the scenario when  Eavesdropper and 

Jammer are present 

Chapter 5: Deals with the extended work for the terminal nodes 

with two antennas

Chapter 6: Simulation results

Chapter 7: Conclusion
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    Chapter 2

   2.1 System with only eavesdropper

2.1.1 First Phase

A  wireless  network  is  considered  in  which  two  legitimate  ter  minal  nodes  , 

T m,m=1,2  wish to exchange information under the existence of an eavesdropper E , 

with the help of  distributed relay nodes , Rn , n=1,2, ..., N  as depicted in Fig. 1. The 

eavesdropper is passive and the goal is to get the source information from terminal 

nodes  T1  and T2 . Each node in the whole network is only equipped with a single 

antenna. All the terminal and relay nodes are subject to the half-duplex constraint, i.e., 

they cannot transmit and receive simultaneously. Denote the quasi-stationary flat-fading 

channel between  T1  and the nth   relay f R, n   as, and the channel between Rn  

and the T2 as  gR ,n , n=1,2,. .. ,N . Further denote the channel between  T1  and 

E  as f E  , the channel between T2  and E  as gE , and the channel between 

relay nodes Rn  and E  as cE ,n , n=1,2. ..N . We assume the channel coefficients 

f R, n , gR ,n , f E , gE , c E,n   are all independent complex Gaussian  random variables with 
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zero-mean and unit-variance . 

There is no direct connection between T1  and T2 . Therefore, the relay nodes play 

two roles: 

1) help  to  exchange  information  of  two  terminals  and  to  guarantee  reliable 

communications;

2) help to prevent the information leakage to the eavesdropper to enhance security.

A two-phase complex-weighted-and-forward protocol for the bidirectional transmission 

is used. During the first phase, both terminals simultaneously transmit their data to the 

relays. The signals received at the relays can be represented, in vector form, as 

yR=√(P1) f R s1+√(P2)gR s2+nR

where  yR  is  the  Nx1 received  signal  vector  with  the   nth  element  yR ,n , 

P1(P2)  and s1(s2)  are the transmit power and information symbol of T1(T 2) , 

respectively, nR  is the additive noise at the relay nodes, and 

f R=[ f R , 1 f R, 2 ... f R , N ]
T , gR=[ gR ,1gR , 2 ... gR , N ]

T  

are  the channel  coefficients  vectors  between the  relay  nodes  and the corresponding 

terminals.  Concurrently,  the  transmitted  signals  will  also  be  received  by  the 

eavesdropper, if the eavesdropper lies in the cover range of both the terminals, which 

can be written as 

yE
(1)

=√(P1) f E s1+√(P2)gE s2+nE
(1)

where nE
(1 )   is the additive noise at the eavesdropper. 

2.1.2 Second Phase

In the second phase, the nth relay multiplies its received signal by a complex weight wn
* 

and then retransmit  the  so-obtained signal  xR,n.  Stack  the  transmitted  signals  into  a 

column vector , which can be written as

xR=WyR
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where W  is the weight matrix in the form of W=diag([w1w2 ...wN ]) . Denote the 

received signal at T1  and T2  as yT1 , yT2    which can be easily obtained as

yT1= f R
T x R+nT1

= √(P1) f R
TWf R s1+√(P2) f R

TWgR s2+f R
T WnR+nT1

yT2=gR
T xR+nT2

= √(P1)gR
TWf R s1+√(P2)gR

TWgR s2+gR
TWnR+nT2

and similarly, the received signal at the eavesdropper during the second phase is 

yE
(2)

=cE
T xR+nE

(2)

= √(P1)c E
TWf R s1+√(P2)cE

T WgR s2+cE
TWnR+nE

(2)

where  cE=[c E,1 cE ,2...c E, N ]
T  and  nT1 , nT2 , nE

(2)  are additive noise at  T1 , T2 , E  

and  during  the  second  phase,  respectively.  Each  terminal  knows both  the  channels 

associated itself with the relay nodes and the weighted coefficients matrix W , hence, 

it  can subtract the backward self-interference from itself and only obtain the desired 

information from the other one. After this operation,

yT1=√(P2)w
H FR gR s2+ f R

T WnR+nT1

yT2=√(P1)w
H F RgR s1+gR

TWnR+nT2

yE
(2)

=√(P1)w
HCE f R s1+√(P2)w

HCEgR s2+cE
TWnR+nE

(2)

by using the equation ,  aH diag(b)=bH diag(a)  ,  where  w=[w1 , w2 ,... ,wN ]
T   , 

FR=diag( f R),GR=diag(gR),CE=diag(c E) , a fg=FRgR=GR f R , acf=CE f R , acg=CEgR.  

Combining signals of eavesdropper for phase 1 and phase 2 we get,

yE=H E s+n

yE  = [ yE
(1)

yE
(2)]

HE  = [ √(P1) f E √(P2)gE

√(P1)w
H acf √(P1)w

H acg]
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n  = [ nE
(1)

wHCEnR+nE
(2)]

s  = [s1

s2
]

All  the  noise  terms  nT1 , nT2 , nE
(1), nE

(2)  and  nR  are  zero-mean  and  time-spatially 

white  independent  complex Gaussian  random variables  with variance  σ2  .  Then, 

eavesdroppr's noise covariance matrix can be written as

QE  =  [σ
2 0

0 σ2
(1+wH R ccw)]

where, Rff =F RF R
H , Rqq=GRGR

H ,R cc=CECE
H

We have the following observations:

1) For the legitimate terminals  T1  and  T2 ,  the equivalent models are two 

SISO systems

2) For the eavesdropper E  , each transmission phase grants it an opportunity to 

get the information. This implies the optimal strategy the eavesdropper should 

take is to combine the information received over the two phases to create an 

equivalent MIMO system.
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Chapter 3

3.1 Optimal Security Scheme : Maximum Secrecy Rate

Secrecy Rate is defined as difference in rate of sum of rate of two terminals and rate of 

the eavesdropper. In this scheme, we maximise the Secrecy Rate.

The information rate of two legitimate terminals is defined as:

RT1=
1
2

log(1+
P2

σ2

wH R fgw

1+wH Rff w
)

RT2=
1
2

log(1+
P1

σ2

wH Rfgw

1+wH Rqqw
)

RE=
1
2

log(∣I+H E H E
HQE

−1∣)

Rsun=RT1+RT2−RE

where, Rfg=afg afg
H

Therefore, objective function can be defined as 

max
P1, P2, w

Rsun

s.t.              PS+PR≤PM

We can see the objective function is a product of three correlated generalized Rayleigh 

quotients problem, which is in general difficult to solve. Actually, we observe that the 

objective function is a difference between the sum of two concave functions and a third 

concave function, which therefore is neither convex nor concave. As a result,  it is a 

constraint nonconvex optimization problem, for which a numerical solution method, 

such as gradient descent method or Newton’s method, should be adopted to iteratively 

search for a local optimum. However, a global optimum cannot be guaranteed. Hence, 

we will use suboptimal schemes as defined subsequently. 
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3.2 Suboptimal Security Scheme: Null-Space Beamforming 

with Full Eavesdropper's CSI 

From the  system model,  we can  see  that  information  leakage happens in  both  two 

phases. In the first phase, relay nodes can hardly do anything to help improving the 

security since they have to receive the signal. In the second phase, the relays actually do 

the distributed beamforming. If the relay nodes choose the beamforming vector lying in 

the null space of the eavesdropper’s equivalent channel vectors, then the eavesdropper 

get nothing in the second phase. As such, the information leakage happens only in the 

first  phase,  which  greatly  improves  the  security  of  the  information  exchange. 

Mathematically, it implies that wH acf=0  and wH acg=0 . Denote H=[acf acg]  , 

we have,

wHH=0   =>  w=H⊥ v

where,  v  is any vector, and H⊥  is the projection matrix onto the null space of 

H . Design w  to make the information exchange between legitimate terminals as 

much as possible .

RT
sun

=RT1+RT2 = 
1
2

log(1+SNR1)(1+SNR2)

where,

SNR1  = 
P2

σ 2

wH R fgw

1+wH R ff w
 SNR2  = 

P1

σ 2

wH R fgw

1+wH Rqqw

Optimization criteria can be described as: to find the beamforming weight vector w  

and transmit powers P1, P2 , such that 

1) the information leaked to the eavesdropper is zero in the second phase;

2) the information exchanged between legitimate terminals is as much as pos- 

sible, subject to the total transmit power constraint consumed by both terminals and 

12



relays. 

Define  PT=P1+P2+PR  .We  can  formulate  the  security  criteria  as  the  following 

optimization problem:

max
P1, P2, w

RT
sun

s.t.                 w=H⊥ v

 P1(1+wH R ff w)+P2(1+wH Rqqw)+σ2wHw≤PM

To solve above , we firstly do the following simplifications: 

1) since logarithm is an increasing function, the objective function can be written as 

(1+SNR1)(1+SNR2)  , which will not impact the optimal values; 

2) at the optimum, we will have PT=PM

3) at the optimum, we have SNR1=SNR2  . 

The final expression for optimization problem can be written as:

             max
P1,v

   
P1

σ 2

vHH⊥
H RfgH⊥ v

1+vH H⊥
H RgH⊥ v

                                  ...(1)

s.t.              vH A (P1)v=K

where, K=PM−2P1      A (P1)=H⊥
H
(2P1R ff +σ

2 I )H⊥

It is a Rayleigh Quotient Problem and has a well known solution.

Define, ħ=H p
H afg  . The above problem can be formulated as:

    max
P1≥0

P1

σ 2 K ħH (A (P1)+KH⊥
H RqqH⊥)

−1ħ                        ...(2)

s.t.  0≤P1≤
PM

2

The above function is a polynimial in  P1  and a concave function and hence has a 

unique  optimal value. The optimal weight vector is given by

wo
=H⊥v (P1

o
)
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P2
o
=P1

o 1+woH Rff w
o

1+woH Rqqw
o

Secrecy Rate=R1+R2−RE

= 
1
2 [ log(

(1+
woH R fgw

o

1+woH Rff w
o )(1+

woH R fgw
o

1+woH Rqqw
o )

1+
1

σ2
(P1∣f E∣

2+P2∣gE∣
2)

)]
3.3  Suboptimal  Security  Scheme  :  Artificial  Noise 

Beamforming with no Eavesdropper's CSI

In many applications, it may not be practical to know the eavesdropper’s channel. In 

this section, we consider the scenario when the terminals and relay nodes are not aware 

there is an eavesdropper, i.e., without eavesdropper’s CSI. In the second phase, the so-

called  artificial  noise  scheme  for  the  relay  nodes.  In  this  scheme  the  relay  nodes 

transmit  artificial  noise  (interference)  to  mask  the  concurrent  transmission  of 

information bearing signal to the legitimate receivers. The signal transmitted by the 

relay nodes in the second phase is 

xR=W yR+na

After the backward self-interference cancelation, the obtained signals are

 yT1=√(P2)w
H FR gR s2+ f R

T na+ f R
TWnR+nT1

yT2=√(P1)w
H F RgR s1+gR

T na+gR
TWnR+nT2

yE
(2)

=√(P1)w
HCE f R s1+√(P2)w

HCEgR s2+cE
TWnR+nE

'
(2)

where,

nE
'(2)

=cE
T na+cE

T WnR+nE
(2)

To avoid interfering the legitimate users, we should require f R
T na=gR

T na=0 ,  i.e., the 

artificial noise should be broadcasted in the null space of the terminals’s channels. 
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On the other hand, due to the lack of eavesdropper’s channel information, the relay 

nodes  can  only  transmit  artificial  noise  isotropically  instead  of  concentrating  the 

inference power in some direction. As a result,  na  is in the form of  na=U⊥ z  

where  U⊥  is the projection matrix onto the null space of  U=[ f RgR]  , and the 

component of  z  are i.i.d. Gaussian variables with zero mean and variance  σ z
2  . 

Therefore, the power consumed by all the relays PR   can be written as PR=Pi+Pn  

, where Pi=wH
(P1 Rff +P2 Rqq+σ

2 I)w  

is allocated for information transmission and Pn=Ena
H na=σ z

2
(N−2)  is allocated for 

artificial  noise. As  PR  is  limited,  we hope that under the constraint that the two 

terminals has the required quality of service ( QoS ), the power used for information 

transmission is minimized (decrease  Pi ) so that as much as power can be used to 

transmit  artificial  noise  to  confuse  the  potential  eavesdropper  (increase  Pn )  and 

improve security. 

In summary, we adopt the following optimization criteria for the security issue: to find 

the beamforming weight vector , such that:

1)  the  two  terminals  has  the  required  QoS ,  or,  the  received  SNRs  for  the 

information bits are required to be above certain predefined thresholds; 

2) the power occupied to transmit desired information is minimized so that the power 

available for transmitting artificial  noise is  maximized,  under  the constraint of total 

transmit power available by relays. 

Therefore, the optimization problem can be expressed as:

min
w

wH Rw

wH R fgw

1+wH R ff w
≥γ 1 , wH R fgw

1+wH Rqqw
≥γ 2  

where γ1 and γ2 are two required receive SNR thresholds. It can be further expressed as,
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                                          min
w

 wH Rw                                          ...(3)

s.t. ∣wHa fg∣
2
≥Ɣ1∥√(R ff)w

1 ∥
2

    ∣wHa fg∣
2
≥Ɣ2∥√(Rqq)w

1 ∥
2

where, R=P1 Rff +P2 Rqq+σ
2 I ,  Ɣ1  = 

σ2 γ1

P2

, Ɣ2  = 
σ2 γ2

P1

 Multiplying the optimal wo by an arbitrary phase shift will not affect the objective 

function or the constraints. Therefore, we can assume, without loss of generality, that 

wH afg  is a real number The above optimization criteria can be written in the form of 

Second Order Convex Optimization(SOCP) as :

                              min
w

t                                                 

s.t.  ∥√(Ŕ)ŵ∥⩽t

∥√(Ŕ ff )ŵ∥⩽
1

√(Ɣ1)
real (ā fg

Hŵ)    ∥√(Ŕqq)ŵ∥⩽
1

√(Ɣ2)
real(ā fg

Hŵ)

[ŵ]N+2=1

where, ŵ=[wT , t ,1]
T        ā fg

H
=[afg

H00]

Ŕ=[
R 0 0
0 0 0
0 0 0]  , Ŕff=[

R ff 0 0
0 0 0
0 0 1]  , Ŕqq=[

Rqq 0 0
0 0 0
0 0 1]
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Chapter 4

4.1 System with a friendly Jammer and an Eavesdropper

4.1.1 First Phase

The first  phase is  same as one in case with only eavesdropper except an additional 

signal from jammer.

yR=√(P1) f R s1+√(P2)gR s2+√(PJ
(1 )

)hR z
(1 )

+nR

where,  hR=[hR ,1hR, 2...hR,N−1]
T  

Similarly, signal received by the eavesdropper will have an additional signal from the 

jammer.

yE
(1)

=√(P1) f E s1+√(P2)gE s2+√(PJ
(1)

)qE s2+nE
(1)

4.1.2 Second Phase

In the second phase, the N−1  relay do a distributed beamforming, and transmit the 

signal                                              xR=WyR  

17



where, W=diag([w1w2 ...wN−1])

Concurrently, the jammer transmits interference signal again as z(2)  with power 

PJ
(2)  . The received signal at T1 ,T2  and E  after self-interference cancel can be 

obtained as: 

yT1=√(P2)w
H FR gR s2+√(PJ

(2)
) f J z

(2)
+ f R

TWnR+nT1

yT2=√(P1)w
H F RgR s1+√(PJ

(2 )
)gJ z

(2)
+gR

TWnR+nT2

yE
(2)

=√(P1)w
HCE f R s1+√(P2)w

HCEgR s2+√(P J
(2)

)qE z
(2)

+c E
TWnR+nE

(2)

Receive model for the eavesdropper in the whole procedure is:

yE=H E s+n

 yE=[ y E
(1)

y E
(2)]

 HE=[ √(P1) f E √(P2)gE

√(P1)w
H acf √(P1)w

Hacg
]

All  the  noise  terms  nT1 , nT2 , nE
(1), nE

(2)  and  nR  are  zero-mean  and  time-spatially 

white  independent  complex Gaussian  random variables  with variance  σ2  .  Then, 

eavesdroppr's noise covariance matrix can be written as

  
¿

QE=[σ
2
+P J

(1)
∣qE∣

2 0

0 wH
(PJ

(1 )R ch+σ
2Rcc)w+σ z

2 cE
HU⊥U⊥

H cE+σ
2]

4.2.1   Secrecy Scheme with Eavesdropper's CSI

 For this case we can choose the complex weights as follow:

 1) design  w  in the null  space of  acf  and  acg  to completely eliminate the 

information  leakage  in  the  second  phase,  i.e.,  let  wH acf=wH acg=0  so  that  the 

second row of HE  can be eliminated;
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 2) design w  in the null space of a fh  and agh  to eliminate the interference to 

the terminals by the jamming signal in the first phase (it has been forwarded by the 

relay nodes in the second phase);

 3)  since  no information leakage happens in  the  second phase (by 1)),  the  jammer 

should  stop  send  interference  so  that  the  terminals  will  not  be  jammed  (2)  when 

receiving, i.e., PJ
(2)

=0 . 

We want to make information leakage as less as possible, therefore, PJ
(1)

=P⊥  where 

P⊥  is  the maximum power allocated for the jammer.  Subject  to the total  power 

constraint  PM  of  the  intermediate  nodes  including  both  relay  and  jammer, 

optimization criteria can be mathematically expressed as

max
w

RT
sun

=RT1+RT2 = 
1
2

log(1+SNR1)(1+SNR2)

s.t. w=H⊥ v  

PR+P⊥⩽PM

where,
wH R fgw

1+wH Rqqw
≥γ 2

SNR1  = 
P2

σ 2

wH R fgw

1+wH R ff w
 SNR2  = 

P1

σ 2

wH R fgw

1+wH Rqqw

H=[acf , acg , afh , agh] , H⊥  is the projection matrix onto the null space of H  , v  

is any vector,  PR=E(xH xR) = wH Tw  is the transmit power of relay nodes with 

T=P1R ff +P2Rqq+PR Rhh+σ
2 I  . 

However,  the  above  problem  is  non-convex  since  the  objective  function  is  not  a 

concave  function.  To  address  this  issue,an  alternative  method  called  the  rate-  split 

method is used , formulated as 

                                                     max
w

RT
sun                                                                                      ...(5)

s.t.   
1
2

log(1+SNR1)⩾ηRsun
T
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1
2

log(1+SNR2)⩾(1−η)R sun
T

w=H⊥ v  

wH T w⩽PMb

where,  PM ⊥=PM−P⊥  ,  and  η∈ [0, 1]  .  For  any  given  η ,  the  first  two 

constraints impose a rate-split between two terminals . An one-dimension search is done 

on η to find the maximum Rsun(η
o
)   under optimal rate split scheme ηo  . 

To solve the above problem first we consider relay power minimization problem as 

follows:

                                                  min
w

 wH Tw                                                  

s.t.    
1
2

log(1+SNR1)⩾ηRsun
T

      
1
2

log (1+SNR2)⩾(1−η)R sun
T

w=H⊥ v  

By solving above problem the minimum power required to achieve sum rate r  under 

the rate split scheme η  is achieved. If the minimum power required is less than the 

power constraint  PM  , then we can increase the value of  r , otherwise decrease 

the value of  r , and again find the minimum power required to achieve that rate. 

Through this iteration, we can converge on the optimal value of r  that satisfies the 

power constraint. 

The iterative algorithm is as follows:
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The optimization problem can be reformulated as:

                                        min
w

 wH Tw                                      ...(7)

s.t.  ∣wHa fg∣
2
≥Ɣ1∥√(R ff)w

1 ∥
2

    ∣wHa fg∣
2
≥Ɣ2∥√(Rqq)w

1 ∥
2

where, Ɣ1  = 
σ2

(22ηr−1)

P2

, Ɣ2  = 
σ2

(22(1−η)r−1)

P1

 Multiplying the optimal wo by an arbitrary phase shift will not affect the objective 

function or the constraints. Therefore, we can assume, without loss of generality, that 

wH afg  is a real number The above optimization criteria can be written in the form of 

Second Order Convex Optimization(SOCP) as : 

                                         min
w

t                                                    ...(8)

s.t.  ∥√(Ť )ŵ∥⩽t

∥√(Ŕ ff )ŵ∥⩽
1

√(Ɣ1)
real (ā fg

Hŵ)    ∥√(Ŕqq)ŵ∥⩽
1

√(Ɣ2)
real(ā fg

Hŵ)
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[ŵ]N+2=1

where, ŵ=[wT , t ,1]
T        ā fg

H
=[afg

H 0 0]

Ť=[T 0 0
0 0 0
0 0 0]  , Ŕff=[

R ff 0 0
0 0 0
0 0 1]  , Ŕqq=[

Rqq 0 0
0 0 0
0 0 1]

4.2.2 Secrecy Scheme without Eavesdropper's CSI 

In the first phase, the procedures are the same as the previous scheme. Both terminals 

broadcast  their  data  and  the  jammer  transmits  interference  z(1)  .  Since  the 

eavesdropper’s CSI is not known, the relay nodes transmit artificial noise (interference) 

to  mask the  concurrent  forward  of  the  information  bearing  signal  to  the  legitimate 

receivers. As such, the signal transmitted by the relay nodes in the second phase is 

xR=WyR+na  

where na is the artificial noise in the form of na=U⊥ z  , with U⊥  the projection 

matrix into the null space of U=[ f , g]  to avoid interfering the legitimate users, i.e., 

f T na=gT na=0 , and the component of  z  are i.i.d. Gaussian variables with zero 

mean  and  variance  σ z
2  .  After  the  backward  self-interference  cancelation,  the 

obtained signal by T1 , T2 and E  are

yT1=√(P2)w
H F RgR s2+√(P⊥) f R

TWhR z
(1)

+ f R
TWnR+nT1

yT2=√(P1)w
H F RgR s1+√(P⊥)gR

T WhR z
(1 )

+gR
TWnR+nT2

yE
(2)

=√(P1)w
HCE f R s1+√(P2)w

HCEgR s2+cE
T na+cE

TWnR+nE
' (2 )

The total power consumed by all the relays  PR  can be written as  PR=Pi+Pn  , 

where Pi=wH
(P1 Rff +P2 R¿+P⊥ Rhh+σ

2 I )w  is  allocated  for  information 

transmission and   Pn=Ena
H na  =  σ z

2
(N −3)  is allocated for artificial noise. As 

PR  is  limited,  we hope that  under  the  constraint  that  the  two terminals  has  the 

required QoS , the power used for information transmission is minimized (decrease 

Pi  ) so that as much as power can be used to transmit artificial noise to confuse the 

potential eavesdropper (increase Pn  ) and improve security. In summary, we hope to 
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find the beamforming weight vector w , such that 

1)  the  received  SNRs  for  the  information  bits  are  required  to  be  above  certain 

predefined thresholds, and 

2) the power occupied to transmit desired information  Pi  is minimized so that the 

power available for transmitting artificial noise is maximized. 

The optimization problem is: 

min
w

 wH Tw  

s.t.     w=F⊥ v  , 

    SNR1  = 
P2

σ 2

wH R fgw

1+wH R ff w
⩾β1  

SNR2  = 
P1

σ 2

wH R fgw

1+wH Rqqw
⩾β2

where  F=[a fh , agh] , F⊥  is  the  projection  matrix  onto  the  null  space  of  F  , 

β1>0  and β2>0  are two required receive SNR  thresholds. The above problem 

is the SOCP  problem which has a standard solution.
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Chapter 5

5.1 Secrecy Scheme with Two Antennas at Source Terminals 

while  Receiving  ,  Friendly  Jammer  and  an  Eavesdropper 

without its CSI

5.1.1 First Phase

The first  phase is  same as one in case with only eavesdropper except an additional 

signal from jammer.

yR=√(P1) f R s1+√(P2)gR s2+√(PJ
(1 )

)hR z
(1 )

+nR

where,  hR=[hR ,1hR, 2 ...hR ,N−1]
T  

Similarly, signal received by the eavesdropper will have an additional signal from the 

jammer.

yE
(1)

=√(P1) f E s1+√(P2)gE s2+√(PJ
(1)

)qE s2+nE
(1)

5.1.2 Second Phase

In the second phase, the terminal nodes T1  and T2  uses two antenna to receive 

signal.  Denote  the  channel  between  the  first  antenna  and  relays  as 

f 1=[ f 1,1 f 1,2... f 1,N ]
T  and  channel  between  the  second  antenna  and  relays  as   

f 2=[ f 2,1 f 2,2 ... f 2,N ]
T   . Similarly, the channel between two antennas can be defined as 

f J
(1)  and f J

(2)  

After the removal of self-interference terms the recieved signal for T1  can be written 

as

yT1
(1)

=√(P2)w
H a f1gR s2+√(PJ

(1)
)wHa f1hR z

(1)
+√(P J

(2)
)F J

(1) z(2)
+wH F1nR+nT1

(1)

yT1
(2)

=√(P2)w
H a f2gR s2+√(PJ

(2)
)wHa f2hR z

(1)
+√(P J

(2)
)F J

(2) z(2)
+wH F2nR+nT1

(2)

Similarly, for T2 ,

yT2
(1)

=√(P1)w
H ag1fR s1+√(PJ

(1)
)wHag1hR z

(1)
+√(PJ

(2)
)G J

(1)z(2 )
+wHG1nR+nT2

(1)
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yT2
(2)

=√(P1)w
H ag2fR s1+√(PJ

(2)
)wH ag2hR z

(1 )
+√(PJ

(2)
)G J

(2)z(2)
+wHG2nR+nT2

(2 )

Choose,  w=H⊥ v  where,  H=[af1hR af2hRag1hR ag2hR ]  and also choose z(2)  such 

that             z(2)U=0  where, U=[F J
(1 )F J

(2)
]

Hence,

yT1=HT1 s2+nT1

HT1=[√(P2)w
H a f 1g R

√(P2)w
H a f 2g R

]
nT1=[w

H F1nR+nT1
(1 )

wH F2nR+nT1
(2 )]

H n1=[σ
2
+σ2

(wH Rf1f1w) 0

0 σ2
+σ 2

(wH R f2f2w)]
where, Rf1f1=F1F1

H , Rf2f2=F2F2
H

Hence,

yT2=HT2s1+nT2

HT2=[√(P1)w
Hag1 f R

√(P1)w
Hag2 f R

]
nT2=[w

HG1nR+nT2
(1)

wHG2nR+nT2
(2)]

H n2=[σ
2
+σ2

(wH Rg1g1w) 0

0 σ2
+σ2

(wH Rg2g2w)]
where,  Rg1g1=G1G1

H , Rg2g2=G2G2
H

Using Rate split  Algorithm as  used in  4.1.1 ,   we have  the following optimization 

problem,

                                                                        min
w

 wH Tw                                      ...(9)                     

s.t.       w=H⊥ v                

                  ∣I+HT1H T1
H Hn1

−1
∣≥ηr

                            ∣I+HT2HT2
H H n2

−1
∣≥(1−η)r

25



where, T=P1R ff+P2Rqq+PJ
(1)Rhh+σ

2 I

The above can be rewritten as:

∣wH
a f1gR∣

2

∥√(R f2f2)w
1 ∥

2 +
∣wH

af2gR∣
2

∥√(R f1f1)w
1 ∥

2 ≥Ɣ1

∣wH
ag1fR∣

2

∥√(Rg2g2)w
1 ∥

2 +
∣wH

ag2fR∣
2

∥√(Rg1g1)w
1 ∥

2 ≥Ɣ2

Here, on LHS of equation we have sum of two SNRs where each each corresponds to 

SNR of one antenna  instead of one term as in previous case. Hence, to convert it to a 

standard form, we take one of the SNR of an antenna as a constant equal to some 

fractional value of Ɣ1  and Ɣ2  respectively. Let k1  and k2  be that fractional 

value respectively then above function can be written as

∣wH
a f1gR∣

2

∥√(R f2f2)w
1 ∥

2≥(1−k1)Ɣ1

∣wH
ag1fR∣

2

∥√(Rg2g2)w
1 ∥

2 ≥(1−k2)Ɣ2

where, 0≤k1≤1 and 0≤k2≤1 . Hence, we can find an ensemble of values of rate 

for  different  fractional  values  for  the  same  channel  realisation.  Then  we  can  take 

average for different channel realisation as done in previous scenarios. 

The optimization problem can be reformulated as:

                                        min
w

 wH Tw                                              ...(10)

s.t.  ∣wHa fg∣
2
≥(1−k 1)Ɣ1∥√(Rff )w

1 ∥
2
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    ∣wHa fg∣
2
≥(1−k 2)Ɣ2∥√(Rqq)w

1 ∥
2

where, Ɣ1  = 
σ2

(22ηr−1)

P2

, Ɣ2  = 
σ2

(22(1−η)r−1)

P1

 Multiplying the optimal wo by an arbitrary phase shift will not affect the objective 

function or the constraints. Therefore, we can assume, without loss of generality, that 

wH afg  is a real number The above optimization criteria can be written in the form of 

Second Order Convex Optimization(SOCP) as : 

                                         min
w

t                                                   ...(11)

s.t.  ∥√(Ť )ŵ∥⩽t

∥√(Ŕ ff )ŵ∥⩽
1

√((1−k1) Ɣ1)
real(ā fg

Hŵ)  

  ∥√(Ŕqq)ŵ∥⩽
1

√((1−k 2)Ɣ2)
real (ā fg

Hŵ)

[ŵ]N+2=1

where, ŵ=[wT , t ,1]
T        ā fg

H
=[afg

H 0 0]

Ť=[T 0 0
0 0 0
0 0 0]  , Ŕff=[

R ff 0 0
0 0 0
0 0 1]  , Ŕqq=[

Rqq 0 0
0 0 0
0 0 1]
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Chapter 6

Simulation Results

In this section, computer simulation results are presented to evaluate the performances 

of  the  proposed  security  schemes.  In  all  the  simulation  cases,  all  the  channel 

coefficients ,  f R, n , gR,n , cE ,n , f E , gE , n=1,2...N ,  are randomly generated in each 

simulation run, as complex zero-mean Gaussian random vectors with unit covariance. 

The noise power is normalized to be at 0dBW . We use CVX  toolbox to solve the 

SOCP  problem with Sedumi as the solver . Secrecy sum rate is used as the metric 

of  security,  which  is  obtained by averaging  1,000  to  10,000  MonteCarlo  

simulations, unless otherwise stated. Also, to run various simulations all the codes were 

converted  to  run  in  parallel  by  using  parfor  loop  instead  of  for loop  in 

Matlab  .  To obtain all  the results  in  less  time codes were ran on four  different 

computers in MADLab .

6.1 System with only eavesdropper and eavesdropper's CSI 

known

To get the following results,  eq  (1)  is  maximised which is  a concave function with 

constraint  0≤P1≤
PM

2
and Matlab function fminbnd()  can be used to do so. 10,000 

Monte-Carlo simulations are performed to get the results. 

The following result can be obtained by keeping PM  constant for various values of 

n  as  in  this  case  n  varies  from  (4 :4 :24 ) and  then  varying  PM  from 

(10 :5: 20) . Power used by nodes by T1  and T2  is 10dBW
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As the total available power increases, the secrecy sum rate increase monotonically. 

Also, for a fixed PM , increasing the number of relay nodes can enhance the security 

performance. This is because more relay nodes provide larger array gain to increase the 

average amount of information exchange in each round between legitimate terminals. 
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The following result can be obtained by keeping  n constant for various values of 

PM as in this case PM varies from (4:4:24) and then varying n from (4 :2:8)

Power used by nodes by T1  and T2  is 10dBW

We can see the secrecy sum rate enhancement per relay nodes goes down as N  goes 

up for any fixed PM  . This is due to the reason that the increase of array gain goes 

down as the number of antennas (relay nodes) increases. 
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6.2 System with only eavesdropper and eavesdropper's CSI 

not known and artificial noise scheme is used

The following result  can be obtained by using eq  (4).  To solve this  equation CVX 

toolbox  is  used  with  Sedumi  as  the  solver.  10,000  Monte  Carlo  simulations  are 

performed to get the result. Power used by nodes by T1  and T2  is 10dBW .

Although increasing the relay power PR  will enhance secrecy rate, there is a limit of 

maximum  achievable  secrecy  sum  rate  even  we  have  unlimited  .  The  limit  exists 

because even with enough relay power, the required receive SNRs γ  are fixed so the 

information exchange between legitimate terminals do not increase much, while most 

relay power is used to jam the potential eavesdropper. For any fixed PR , more relay 

nodes also increase the secrecy sum rate since more relay nodes provide larger array 

gain thus decrease the power  Pi  consumed by information exchange to fulfill the 

receive  SNR  requirement, and consequently increase the artificial noise power to 
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jam the eavesdropper. 

6.3  System  with  an  eavesdropper  and  a  jammer  and 

eavesdropper's CSI known

The following result  can be obtained by using eq  (8).  To solve this  equation CVX 

toolbox  is  used  with  Sedumi  as  the  solver.  10,000  Monte  Carlo  simulations  are 

performed to get the result. Power used by nodes by T1  and T2  is 10dBW

As can be seen by above plot, the scheme with jammer performs better than the scheme 

without the jammer.
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6.4  System  with  an  eavesdropper  and  a  jammer  and 

eavesdropper's  CSI  not  known  and  Terminals  with  two 

antennas are deployed

The following result can be obtained by using eq  (11).  To solve this equation CVX 

toolbox  is  used  with  Sedumi  as  the  solver.  10,000  Monte  Carlo  simulations  are 

performed to get the result. Power used by nodes by T1  and T2  is 10dBW and 

power used by jammer in both phase is 5dBW

Clearly,  this  scheme has  higher  secrecy  rate  compared to  case  with  single  antenna 

which shows that using two antennas give advantage over one antenna by increasing the 

Secrecy Rate.
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The following result  can be obtained by using eq  (8).  To solve this  equation CVX 

toolbox  is  used  with  Sedumi  as  the  solver.  10,000  Monte  Carlo  simulations  are 

performed to get the result. Power used by nodes by T1  and T2  is 5dBW and 

power used by jammer in both phase is 5dBW

In  the  above  plot,  the  terminals  T1  and  T2  use  less  power  compared  to  the 

previous case and we the Secrecy Rate almost same as for the single antenna case
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Chapter 7

Conclusion

In this work , we have extended the  Hybrid Cooperative Relaying and Jamming for 

Secure Two-Way Relay Networks with terminal nodes having two antennas . As it can 

observed from the simulation result that for the same scenario as in the single antenna 

case we observed that secrecy rate has higher value than that of of single antenna case 

and therefore, we can conclude that for obtaining the same Secrecy rate as for the single 

antenna scenario , we can use less power from source nodes reducing the total power 

requirement for the system as a whole. The simulation results so obtained agree with the 

published results. 
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